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ABSTRACT
Cloud computing enables scalable data storage; however, secure and efficient retrieval of encrypted data remains a
critical challenge. Traditional searchable encryption techniques either suffer from high computational overhead or
lack strong privacy guarantees. To address these limitations, this paper proposes a Dual Server Public Key
Encryption with Intelligent Keyword Search (DS-PEKS) framework for secure cloud storage. The proposed model
separates query processing across two non-colluding servers, ensuring enhanced privacy and resistance to keyword
guessing attacks. Additionally, intelligent keyword search mechanisms improve retrieval accuracy and efficiency.
Experimental analysis demonstrates that the proposed system achieves improved security and optimized search
performance compared to existing approaches.
KEYWORDS:Cloud Security, Public Key Encryption, Keyword Search, Dual Server Architecture, Data Privacy,
Secure Cloud Storage, Searchable Encryption, PEKS, Keyword Guessing Attack.

1. INTRODUCTION

Cloud computing has emerged as a transformative technology that enables users to store, manage, and access large
volumes of data over the internet with high scalability, flexibility, and cost efficiency. With the rapid growth of
cloud-based services, individuals and organizations increasingly rely on cloud storage for handling sensitive
information such as personal data, financial records, and enterprise documents. However, outsourcing data to third-
party cloud servers introduces critical security and privacy concerns, as users lose direct control over their data. To
address these challenges, encryption techniques are widely employed to ensure data confidentiality and prevent
unauthorized access. While encryption protects the data from being exposed, it also creates a significant limitation
by making efficient data retrieval difficult, particularly when users need to search for specific information within
encrypted datasets. Public Key Encryption with Keyword Search (PEKS) has been proposed as an effective
cryptographic solution that allows users to perform keyword-based searches on encrypted data without revealing the
actual content. In a typical PEKS system, the data owner encrypts both the data and associated keywords using the
receiver’s public key, and the user generates a trapdoor corresponding to a search query, which is used by the server
to identify matching encrypted documents. Although PEKS provides a balance between security and usability, it
suffers from inherent vulnerabilities, especially the keyword guessing attack (KGA), where a malicious or curious
server can attempt to guess the keyword by generating possible keyword candidates and comparing them with the

trapdoor.
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This attack significantly compromises user privacy and limits the practical applicability of traditional PEKS
schemes in real-world cloud environments. To overcome these limitations, recent research has focused on enhancing
the security of searchable encryption mechanisms by introducing advanced cryptographic models and system
architectures.

One such approach is the Dual Server Public Key Encryption with Keyword Search (DS-PEKS) framework, which
distributes the search process across two independent and non-colluding Servers. this architecture, the
responsibilities of processing the search query and performing keyword matching are separated, ensuring that no
single server has complete knowledge of both the encrypted data and the search query. The front server preprocesses
the trapdoor and generates intermediate results, while the back server performs secure matching operations without

gaining access to the original keyword information.

2. CONTRIBUTION OF THE WORK

This work presents a secure and efficient approach for performing keyword search over encrypted data in cloud

environments. The proposed system focuses on overcoming the limitations of traditional PEKS schemes by

enhancing security and privacy through a dual server architecture. By distributing the search process between two

non-colluding servers, the system ensures that sensitive information such as keywords and encrypted data remain

protected. The key contributions of this work are summarized as follows:

e A secure Dual Server Public Key Encryption with Keyword Search (DS-PEKS) framework is proposed to
enhance data privacy in cloud storage systems.

e The system introduces a dual server architecture that divides the search process between two non-colluding
servers, preventing keyword exposure.

¢ An effective mechanism is designed to mitigate keyword guessing attacks (KGA), improving the security of
searchable encryption.

e The proposed model ensures confidentiality, integrity, and privacy preservation while performing keyword-
based search over encrypted data.

e The system achieves efficient and scalable search performance, making it suitable for real-world cloud

applications.

3.LITERATURE REVIEW

Cloud computing has become a fundamental technology for large-scale data storage; however, ensuring
data confidentiality while supporting efficient retrieval remains a significant challenge. Traditional encryption
techniques provide strong security but limit usability when performing search operations over encrypted data. To
address this issue, searchable encryption techniques have been widely explored.

Boneh et al. [1] introduced Public Key Encryption with Keyword Search (PEKS), enabling keyword-based
search over encrypted data without revealing plaintext information. However, this approach suffers from high
computational overhead and vulnerability to keyword guessing attacks. To improve efficiency, Curtmola et al. [2]
proposed Searchable Symmetric Encryption (SSE), which reduces search complexity but introduces limitations in
multi-user environments.To enhance search functionality, Cao et al. [3] proposed multi-keyword ranked search over

encrypted cloud data, allowing users to retrieve more relevant results.

ISSN :2394-2231 http://www.ijctjournal.org Page 512



https://ijctjournal.org/
https://ijctjournal.org/
http://www.ijctjournal.org

International Journal of Computer Techniques—IJCT Volume 13 Issue 2, March-April - 2026

Open Access and Peer Review Journal ISSN 2394-2231 https://ijctjournal.org/

Similarly, Wang et al. [4] developed privacy-preserving ranked keyword search mechanisms with

improved access control. While these approaches improve usability, they still suffer from information leakage issues.

Garugu and Narendra [5] proposed a multidimensional keyword search technique that improves retrieval efficiency
using structured indexing over encrypted cloud data. However, the approach does not address distributed trust or
advanced privacy threats. In contrast, Sun et al. [6] introduced dynamic multi-keyword search schemes supporting

real-time updates in cloud environments.

To strengthen data security, Kamara and Lauter [7] proposed cryptographic cloud storage models with
secure indexing techniques. Complementing this, Garugu and Bhaskari [8] developed a template-based information
extraction system that enables structured data retrieval, which can be extended to intelligent keyword search

mechanisms.

Recent research has focused on minimizing leakage and improving security guarantees. Bost [9] introduced
forward-secure searchable encryption to prevent information leakage from repeated queries. Similarly, Liu et al. [10]
proposed deep learning-assisted secure search systems that enhance keyword relevance through semantic

understanding.

Garugu et al. [11] proposed a proactive network defense mechanism based on anomaly detection,
highlighting the importance of secure infrastructures in distributed environments. To further strengthen predictive
security, Chen et al. [12] introduced federated learning-based secure data retrieval models that avoid centralized data

exposure.

To address trust issues in cloud systems, Li et al. [13] proposed dual-server searchable encryption
frameworks, which distribute computation between two non-colluding servers. Building upon intelligent data
processing, Garugu et al. [14] proposed a multimodal content classification approach that improves retrieval

accuracy through multi-source data fusion.

Zhang et al. [15] introduced blockchain-based searchable encryption to ensure decentralized trust and
tamper-proof data access. In parallel, Garugu and Ramesh [16] explored hybrid machine learning techniques to

optimize algorithmic performance, which can be leveraged for intelligent keyword ranking.

Garugu and Bhaskari [17] proposed a two-stage neural network for text summarization, demonstrating
improved semantic understanding in low-resource environments. Additionally, Cash et al. [18] developed scalable

searchable encryption techniques for large datasets, improving efficiency in cloud storage systems.

Further advancements include transformer-based approaches for contextual retrieval. Garugu et al. [19]
developed a question answering system using XLM-RoBERTa, enabling accurate query understanding. Similarly,
Garugu and Bhaskari [20] proposed a hybrid neural machine translation model, improving semantic mapping for

intelligent search systems.
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Despite these advancements, existing systems exhibit several limitations, including reliance on single-

server architectures, vulnerability to keyword guessing attacks, limited integration of intelligent search mechanisms,

and insufficient exploration of dual-server public key encryption models which is shown in tablel.

Method Technique Used Advantages Limitations
PEKS [1] Public Key Encryption Secure search Vulnerable to KGA
SSE [2] Symmetric Encryption Fast search Single key limitation
Cao et al. [4] Multi-keyword ranked search | Better retrieval Leakage risk
Bost [9] Forward secure encryption Improved security High overhead
Lietal. [13] Dual-server model Reduced trust issues No intelligence
Garugu et al. [3] | Multi-dimensional search Efficient indexing No dual-server
:\r/cs);or:\ed DS-PEKS + Intelligent Search ;‘Eg;ﬁi; rity + —

Table 1: Comparative Analysis of Existing Techniques

4. MATHEMATICAL MODEL

The proposed DS-PEKS framework is defined using the following components:

* Key Generation:

PK,SK = KeyGen()
s Encryption:

C = Ence(PK,F, W)

Where:
F — File, W — Keyword

e Trapdoor Generation:
T = Trapdoor(SK, W)
» Transformation (Front Server):
T' = Transform(T)
* Matching (Back Server):

Match(T',C) — Result

This formulation ensures that no single server can ac | both the encrypted data and the original query.

5. ALGORITHM

Input: File F, Keyword W
Output: Retrieved encrypted files

Step 1: Data Owner encrypts file F using public key PK
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Step 2: Generate encrypted keyword index KI
Step 3: Upload (C, KI) to cloud server
Step 4: User generates trapdoor T using private key SK
Step 5: Send T to Front Server
Step 6: Front Server transforms T — T’
Step 7: Send T’ to Back Server
Step 8: Back Server performs matching:
If T == KI — Retrieve file
Step 9: Return encrypted results to user
Step 10: User decrypts results using SK

6. PROBLEM STATEMENT
1. Traditional PEKS systems are vulnerable to keyword guessing attacks, leading to privacy leakage.
2. Single-server architecture poses security risks by exposing both encrypted data and search queries.

3. Existing systems lack efficient and scalable mechanisms for searching encrypted data in cloud
environments.

4. Limited privacy protection increases the risk of data breaches in cloud storage systems.
5. High computational complexity reduces performance in large-scale applications.
6.1. RESEARCH GAPS
1. Existing PEKS systems lack strong protection against keyword guessing attacks, leading to privacy issues.
2. Most approaches rely on single-server architecture, which creates a single point of failure and security risk.
3. Limited research on dual-server models for improving security and preventing data leakage.
4. Existing methods focus more on functionality than on balancing both security and efficiency.
5. Lack of scalable solutions for handling large encrypted datasets in cloud environments.
6.2 METHODOLOGY

The proposed system introduces a Dual Server Public Key Encryption with Keyword Search (DS-PEKS) framework
to provide secure and efficient search over encrypted data in cloud environments. The methodology is designed to
enhance data privacy and prevent keyword guessing attacks by distributing the search process across two non-
colluding servers. The overall system consists of four main entities: Data Owner, Cloud Server, Front Server, and

Back Server.

The process begins with the data owner, who encrypts the files along with associated keywords using public key
encryption techniques. The encrypted data and keyword indexes are then uploaded to the cloud server for storage.
This ensures that sensitive information is protected before being outsourced to the cloud.When a user wants to
search for specific data, a secure search query known as a trapdoor is generated using the corresponding private key.
This trapdoor is sent to the front server, which processes the query and transforms it into an intermediate encrypted
form. The front server does not have access to the actual keyword, ensuring privacy.The transformed query is then
forwarded to the back server, which performs the keyword matching process on the encrypted data stored in the

cloud.
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Since the back server does not have access to the original trapdoor, it cannot infer the searched keyword. This
separation of responsibilities between the two servers prevents any single entity from accessing both the query and

the data.

After successful matching, the relevant encrypted files are retrieved and sent back to the user. The user can then
decrypt the results using the appropriate private key. This approach ensures secure data retrieval while maintaining

confidentiality and integrity.

The dual server architecture significantly enhances security by eliminating single-point  vulnerabilities and
protecting against keyword guessing attacks. At the same time, the system maintains efficient search performance,

making it suitable for real-world cloud storage applications.

6.3 METHODOLOGY ARCHITECTURE
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Fig. 1: Architecture of Dual Server Public Key Encryption with Intelligent Keyword Search (DS-PEKS)

Framework

The proposed system adopts a Dual Server Public Key Encryption with Keyword Search (DS-PEKS) architecture to
ensure secure and efficient retrieval of encrypted data in cloud environments. The methodology architecture is
designed to divide the search process between two independent and non-colluding servers, thereby enhancing

privacy and preventing keyword guessing attacks.

The architecture consists of four main components: Data Owner, Cloud Server, Front Server, and Back
Server. Initially, the data owner encrypts the files along with associated keywords using public key encryption
techniques. The encrypted data and keyword indexes are then uploaded to the cloud server, which stores the data

securely without accessing its original content.

During the search process, the user generates a secure search query known as a trapdoor using the private
key. This trapdoor is first sent to the front server, which processes and transforms it into an intermediate encrypted
form. The front server does not have knowledge of the actual keyword, ensuring that the query remains confidential.
The transformed query is then forwarded to the back server, which performs keyword matching on the encrypted

data stored in the cloud. Since the back server does not have access to the original trapdoor, it cannot infer the
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keyword. After identifying the matching files, the results are returned to the user through the system, and the user
decrypts them using the appropriate key.

The dual server architecture ensures that no single entity has access to both the encrypted data and the
search query, thereby eliminating single-point vulnerabilities and improving overall system security. This
methodology architecture provides a balance between data confidentiality, search efficiency, and scalability, making
it suitable for real-world cloud storage applications.

PRE-PROCESSING

Pre-processing plays an important role in preparing the data for secure storage and efficient keyword-
based search in the proposed system. In this stage, the data owner first organizes the files and extracts meaningful
keywords that represent the content of each file. These keywords are carefully selected to improve the accuracy
and efficiency of the search process. After keyword extraction, both the files and the associated keywords are
converted into a suitable format for encryption. The system then applies public key encryption techniques to
secure the data and generate encrypted indexes for the keywords. This step ensures that neither the file content nor
the keywords are exposed to the cloud server. Additionally, duplicate or unnecessary data is removed to optimize
storage and reduce computational overhead during search operations. The pre-processing stage also ensures proper
mapping between encrypted files and their corresponding keyword indexes, which is essential for accurate
retrieval. Overall, the pre-processing phase enhances the security, efficiency, and reliability of the system by

preparing structured and encrypted data for storage in the cloud environment.

Keyword Extraction Data Encryption & Indexing Secure Dataset
* Keyword 1 = E Encrypted Files
= Keyword 2 =

= Keyword 3 =
5 E Encrypted Keywords ‘ !ﬁ

J L5 _. L = ~

Pre-Processing Steps

The preprocessing diagram illustrates the step-by-step transformation of raw user data into a secure format
suitable for cloud storage and keyword-based search. Initially, the process begins with user files, which include
documents, images, PDFs, and other digital data. These files represent the input to the system. From these files,
relevant keywords are extracted based on the content, which helps in identifying and retrieving the files efficiently
during search operations. This keyword extraction step is crucial as it enables the system to perform accurate

searches without accessing the actual data.

After extracting keywords, the data undergoes encryption and indexing. In this stage, both the files and
their associated keywords are encrypted using public key encryption techniques to ensure confidentiality and
prevent unauthorized access. Along with encryption, an indexing mechanism is created where encrypted keywords
are mapped to the corresponding encrypted files. This allows the system to perform efficient searches without

revealing sensitive information. The encryption and indexing process ensures both security and functionality.

Finally, the processed data is stored as a secure dataset in the cloud server. This dataset consists of encrypted files
and encrypted keyword indexes, making it safe from potential attacks or data breaches. The entire preprocessing
workflow ensures that the data is not only securely stored but also easily searchable, maintaining a balance between

privacy, security, and efficiency in cloud environments.
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This system presented a DS-PEKS-based secure cloud storage system that enhances privacy and efficiency in

encrypted keyword search. By utilizing a dual-server architecture, the proposed model ensures resistance against

keyword guessing attacks and reduces data leakage. The integration of intelligent search techniques further improves

retrieval accuracy. Future work includes integrating blockchain for decentralized trust and optimizing the system

using deep learning-based ranking mechanisms.

DATASET

The proposed system uses a synthetic cloud dataset consisting of encrypted user files such as documents, images,

and PDFs. Each file is associated with a set of keywords used for search operations. The dataset includes

approximately:

e 1000-5000 files
e 5-15 keywords per file
e  Mixed file sizes (100KB — SMB)

The dataset is dynamically updated, allowing insertion, deletion, and modification of files. All data and keywords

are encrypted before storage, ensuring confidentiality and secure retrieval.

7. RESULTS & PERFORMANCE ANALYSIS

The proposed DS-PEKS model is evaluated based on:
e Search Time
e  Encryption Time
e  Security Strength

Observations:
e DS-PEKS reduces keyword leakage compared to traditional PEKS
e Search efficiency is improved due to distributed processing
e Dual-server architecture enhances resistance to attacks

Comparative Analysis:
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The experimental results demonstrate that the proposed DS-PEKS model achieves a balance between security and
efficiency. As shown in Fig. 2, the search time increases with the number of files; however, DS-PEKS performs
better than traditional PEKS while maintaining reasonable efficiency. Fig. 2 illustrates that the encryption time of
the proposed system is slightly higher than SSE but significantly more secure. Fig. 4 highlights that DS-PEKS
provides a higher security level due to its dual-server architecture which effectively mitigates keyword guessing

attacks and enhances data privacy.

8. CONCLUSION

This system presented a DS-PEKS-based secure cloud storage system that enhances privacy and efficiency in
encrypted keyword search. By utilizing dual-server architecture, the proposed model ensures resistance against
keyword guessing attacks and reduces data leakage. The integration of intelligent search techniques further improves
retrieval accuracy. Future work includes integrating block chain for decentralized trust and optimizing the system

using deep learning-based ranking mechanisms.
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