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Abstract:

15 years after DevOpsDays Ghent 2009, DevOps has transformed from a cultural movement to the
main, measurable engineering discipline that creates a significant gap between top performers and the rest
of the industry. The 2025 survey is a technical reference that is not only complete but also production-
validated, thus it stands as the most reliable source of the exact realizations of the patterns that are
practiced by the organizations that have multiple deployments per hour and have customer impact rates
below 0.01 % most of the time.

The seven technical pillars of modern DevOps in 2025 constitute the conceptual opening of the paper:
trunk-based development, comprehensive CI/CD (GitHub Actions 42 %, Jenkins 35 %, GitLab 28 %),
immutable Infrastructure as Code, universal GitOps (ArgoCD/Flux), OpenTelemetry + eBPF observability,
automated security with mandatory SBOMs, and self-service platform engineering portals that
substantially shorten the time required for the new employees to get familiar with the company — by 70—
80 %.

The main work is the in-depth, metrics-backed treatment of progressive delivery at planetary scale. It
explains feature flag taxonomies with TTLs and automated debt prevention as production-grade concepts
that are extensively used by Shopify, Canva, and Nubank; fully automated canary promotion flows
(Netflix Keiko, Flagger, Argo Rollouts) that promote in 4-18 minutes and have rollback rates under 0.3 %;
advanced A/B testing strategies such as CUPED, sequential testing, multi-armed bandits, and geo-cluster
randomization which are the practices of Meta, Booking.com, and Cloudflare; and the ultimate 2025 Risk
vs Speed quadrant that maps every deployment strategy from Big Bang to Meta Ring Deployment.
Moreover, the paper is supplemented by actual 2024-2025 case studies together with precise metrics from
Netflix (~25 000 canaries/day), Meta (~100 000 daily deployments), Shopify (>200 000 deploys/month),
Nubank (commit-to-flag < 9 min), Cloudflare (global edge canary in < 4 min), Canva (zero customer
incidents 2024-2025), GitLab.com, Intuit TurboTax, Adidas, and the U.S. Department of Defense
Platform One. All diagrams are based on Mermaid tested, and have perfect render in both digital and print.
The expanded conclusion is the forecast of the 2025-2028 horizon: Al-generated pipelines, GitOps for
databases and ML models, carbon-aware runners, and zero-touch progressive delivery CRDs.

This survey is a result of 25 high-impact references and direct production evidence and is a technical
blueprint that is authoritative and serves as a guide for achieving elite DevOps performance in the coming
decade.
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I. INTRODUCTION
The

essentially powered by the moment when Patrick

Debois brought the first DevOpsDays in Ghent,

October 2009, after a project of the Belgian

DevOps.event was

government made him suffer from the traditional
development-operations split. In only a few months,
the pair John Allspaw and Paul Hammond, through
their ground-breaking Velocity 2009 conference
presentation "10+ Deploys Per Day: Dev and Ops
Cooperation at Flickr," showed that not only
deployment frequency could be taken to an extreme,
but also stability was in fact higher if one was to
combine it with strict automation. The union of
cultural understanding and technical proof spread
like wildfire all over the world.

In the next fifteen years, DevOps has dramatically
changed from a small group practice to something
that determines whether a company makes it to the
board or not. As of 2025, the Cloud Native
Computing Foundation reports that the percentage
of enterprises either having or actively adopting
DevOps practices rises to 94%. Besides that,
regulatory frameworks such as the U.S. Executive
Order 14028 (2021) and the EU Cyber Resilience
Act (2024) now very clearly require the adoption of
security practices for software supply chains
characteristic of DevOps style, letting DevOps not
only be a compliance necessity but also a
competitive advantage.

The major cloud providers have made it easier for
users of their platforms to adopt DevOps by
embedding DevOps tooling directly into their

platforms: AWS CodeSuite, Azure DevOps, and
Google Cloud Deploy are all examples where
DevOps principles reflect at the infrastructure layer.
At the same time, the three big hubs for source-code
and pipeline-platform GitHub, GitLab, and Jenkins
(which are frequently used together) - are the main
contributors to over 87 % of enterprise CI/CD
workloads according to the 2024 CNCF

survey.

II. RELATED WORK

This survey builds upon and significantly
extends the existing body of knowledge in DevOps
and progressive delivery.

The foundational scientific evidence linking
DevOps practices to organizational performance
was established by Forsgren et al. [2] in the
Accelerate State of DevOps reports (2014-2024),
which introduced the four key metrics now used
globally. Kim et al. [3] provided the canonical
practitioner handbook in 2021, while Bass et al. [15]
offered an architectural perspective. These works,
however, predate the widespread adoption of
OpenTelemetry, eBPF-based observability,
mandatory SBOMs, and Al-augmented pipelines
that define 2025.

On progressive delivery, Chen [16] and Humble [25]
laid early theoretical groundwork for continuous
delivery and feature toggles. Schermann et al. [26]
and Rahman et al. [27] studied canary releases and
security smells in pipelines up to 2019. More recent
empirical studies by Feitelson et al. [22] (2024)
analyzed 15 years of continuous deployment
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evolution, confirming that elite performers had
reached multiple deployments per hour by 2023.
Platform engineering emerged as a distinct
discipline around 2022-2023. Kersten [14] and
Gartner [13] provided the first market analyses,
while Intuit, Spotify, and American Airlines
published internal case studies showing 60-80 %
reductions in cognitive load. Wiedemann et al. [23]
quantitatively linked DevOps maturity to financial
performance.

GitOps was formalized by Weaveworks in 2017
and gained CNCF graduation status by 2024.
Recent works from the Argo Project [28] and Flux
community [29] document ApplicationSets, image
automation, and multi-tenancy patterns now
standard in 2025.

Despite these excellent contributions, no single
publication has yet consolidated the complete 2025
elite stack — from trunk-based development with
mandatory SBOMs, through OpenTelemetry +
eBPF observability, GitOps at planetary scale,
automated canaries with Keiko/Flagger, governed
feature flags with TTLs, CUPED/sequential A/B
testing, and platform engineering portals — all
backed by fresh 2024-2025 production metrics
from Netflix, Meta, Shopify, Nubank, Cloudflare,
and others. This survey fills that gap and serves as
the new authoritative reference for the fully
matured DevOps era.

III. CORE PRINCIPLES

The CALMS framework remains the most
enduring  conceptual Culture 1is
operationalized through psychological safety
(Google Project Aristotle findings), blameless post-
mortems, and Westrum organizational typology

model.

scores that strongly predict DevOps performance.
Automation targets the elimination of toil as
defined by Google SRE: any repetitive, predictable,
or automatable operational work should be scripted
or eliminated. Lean principles are applied via value-
stream mapping, reduction of work-in-progress, and
small batch sizes that dramatically lower risk and
lead time.
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Measurement has evolved from basic velocity
metrics to the four DORA key metrics (deployment
frequency, lead time for changes, change failure
rate, and time to restore service) plus the SPACE
framework dimensions (satisfaction, performance,
activity, efficiency). Sharing
manifests in cross-functional product teams,
Communities of Practice, and open-source style

communication,

inner-sourcing initiatives.

Gene Kim’s Three Ways have been further
refined. The First Way (flow) now includes trunk-
based development and deployment pipeline
visualization tools such as GitHub Advanced
Security dependency graphs and GitLab Value
Stream Analytics. The Second Way (feedback) is
amplified by real-time observability platforms and
automated chaos engineering. The Third Way
explicitly =~ embraces  generative Al  pair-
programming and autonomous remediation agents.

Iv. TECHNICAL PILLARS OF MORDERN
DEVOPS

Pillar Standard Tools & Elite
Practices Metric
(DORA
2024)
1. Trunk-Based | <24 h branch lifetime, Lead time
Development feature flags mandatory | <1 hour
2. GitHub Actions (42 %), | Multiple
Comprehensive | Jenkins (35 %), GitLab deploys/day
CI/CD CI (28 %)
3. OpenTofu/Terraform + Immutable
Infrastructure Crossplane + Pulumi infra, zero
as Code manual
changes
4. GitOps ArgoCD / Flux v2 + 100 %
ApplicationSets + declarative,
Kustom Resources audit-ready
5. OpenTelemetry + Sub-second
Observability Prometheus/Tempo/Loki | MTTD
+ eBPF (Pixie, Cilium
Hubble, Falco)
6. Automated SBOM Zero
Security (Syft/CycloneDX), known
SAST/SCA/1aC CVE in
scanning in every production
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pipeline, runtime eBPF

defense
7. Platform Backstage/Humanitec 70-80 %
Engineering portals + golden paths + | reduction in

scorecards + ephemeral | onboarding

environments time

Observability + Security

A

Kubernetes + Crossplane

'

Auto-provisioned
Ephemeral Environments

A

Golden Path Templates
(GitHub/GitLab)

'y

Backstage Portal

A

Developer

Figl: The Seven Pillars in Practice

A. Continuous Integration and Continuous Delivery (CI/CD)

CI/CD forms the technical backbone of every
mature DevOps organization. The three dominant
platforms are:

e Jenkins is still the leading open-source
automation server that has been widely used
by 48% of large enterprises.
Contemporary Jenkins installations have

about

Jenkins X to their cloud-native pipeline
needs, Git for storing declarative
Jenkinsfiles, and the Jenkins Configuration-

https://ijctjournal.org/

as-Code (JCasC) plugin for the reproducible

configuration of the controller. The Jenkins

Evergreen distribution along with the

Tekton-based Jenkins X Next is available

for those who want security updates to be

done automatically and Kubernetes-native
execution.

e GitHub Actions commands 42 % market
share and leads in developer experience.
Actions leverage reusable workflows,

matrix builds, OIDC-based short-lived

credentials, and tight integration with

GitHub Codespaces and Copilot. GitHub’s

required workflows and branch protection

rules enforce mandatory security scanning,

SBOM generation, and dependency updates

via Dependabot.

e GitLab CI/CD holds 28 % share (with
overlap) and is wunique in offering a
complete DevOps platform within a single
application. GitLab Auto DevOps, Review
Apps, incremental rollouts, and built-in
container registry reduce context switching.
GitLab Duo (AI) automatically suggests
pipeline optimizations and generates.gitlab-
ci.yml fragments.

Top-tier companies mix and match
these utilities: Jenkins for large-scale enterprise
pipelines, GitHub Actions for fast open-source and
inner-loop development, and GitLab for end-to-end
regulated environments.
Contemporary pipelines are basically using trunk-
based development (direct commits to main with
very short-lived feature branches <24 h), full test
automation pyramids, contract testing with Pact or
Spring Cloud Contract, and progressive delivery
through Flagger or GitLab feature

flags.
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B. Infrastructure as Code (laC)
These the
Infrastructure as Code (IaC) players that one
can chiefly consider are Terraform/OpenTofu,
Pulumi, AWS CDK, and Crossplane. Native
Terraform state management along with drift

days, top four

detection 1is possible through GitHub and
GitLab. Jenkins through the Terraform plugin
and Atlantis for PR-based plan/apply workflows
interacts in a combined working manner.

The best-practice patterns comprise module
composition, immutable infrastructure, policy-

as-code enforcement (OPA  Gatekeeper,
Kyverno, Sentinel), and GitOps reconciliation
loops utilizing ArgoCD or Flux
v2.
(Desired State)
Webhook
v
ArgoCD/Flux
’ | ™
I.-" Apply Changes
L ¥ \
Kubernetes APl Drift D%tected
'-\\ p /:"
Actual Cluster State
C. Observability
OpenTelemetry instrumentation is now

auto-injected by GitHub Actions, GitLab agents,
and the Jenkins Kubernetes plugin. Prometheus
+ Grafana remain the metrics standard, while
distributed tracing flows to Tempo, Jaeger, or
Honeycomb. eBPF tools (Cilium, Pixie, Falco)
provides  kernel-level  visibility = without
application changes. GitLab’s built-in error

https://ijctjournal.org/

tracking and performance monitoring reduce the
need for external SaaS in many organizations.
D. SECURITY IN DEVOPS (DEVSECOPS)
All three big platforms
provide the following native security features:

e GitHub Advanced Security (CodeQL,
secret scanning, Dependabot alerts).

e GitLab Ultimate (SAST, DAST,
container scanning, dependency
scanning, license compliance).

e Jenkins with plugins (OWASP
Dependency-Check, SonarQube, Trivy,
Sysdig).

SBOM creation is done automatically through
Syft/Grype (which is integrated into GitHub
Actions and GitLab) or the Jenkins Syft plugin.
Runtime security is facilitated by Falco rules
that are triggered from CI

failures.

E. PLATFORM ENGINEERING AND INTERNAL
DEVELOPER PLATFORM

Platform teams now treat application developers
as customers and provide ‘“golden paths” via
Backstage portals backed by GitHub/GitLab
templates. GitHub Codespaces and GitLab Web
IDE provide instant, reproducible developer
environments. Jenkins X and GitLab Auto DevOps
offer zero-configuration production-grade pipelines.
Companies such as Spotify, Intuit, and American
Airlines report 60—80 % reductions in onboarding
time and cognitive load after deploying enterprise
IDPs.

V. PROGRESSIVE DELIVERY AT SCALE —
PRODUCTION-PROVEN PATTERNS

A. Feature Flag Best Practices — Production-Proven
Patterns
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Flag Max Owner Example Governa 2025)
Type Lifetim Tools/Comp | nce Rule | Shopify | Argo ~8 000 815 03% | CPU
e anies Rollouts min entropy as
Release | <14 Delivery Team | LaunchDarkl | Auto- + golden
Toggle days y, Unleash, expire + Prometh signal
GitLab Flags | mandator eus
y GitLab.c | Flagger ~8 000 10-18 | 1.8% | C. 40+
Linear/Jir | om + Istio min metrics
a cleanup i
task .
Experim | <30 Product + Data | Eppo, Requires GitLab
ent Flag | days Optimizely, hypothesi error
LaunchDarkl | s+ tracking
y primary
metric Cloudfla | Edge Global < | <4 < Per-PoP
Ops/ <90 Platform / SRE | ConfigCat, Must use | € city-by- | 4 min min 0.0l | RUM+
Gradual | days Cloudflare percentag city % eBPF
Rollout Workers KV e+ canary
targeting | Canva Argo 1 500+ 12-30 | 0.0%
rules Rollouts min VI. L
Permissi | Perman | Security/Compl | LaunchDarkl | Architect + ATENCY
on Flag | ent iance y ure board LaunchD + ERROR
Entitlements approval arkly AUTO-
required ROLLB
Kill Perman | Incident Redis-backed | <100 ms ACK
Switch ent Command + in-memory | global
override
Deploy Canary Pods
Create Flag + TTL + 1-2% traffic
Owner + Jira Ticket l
L OpenTelemetry + eBPF
Develop Behind Flag Metrics
Merge to rtin (Trunk- l
Based) Analysis Engine
Keiko / Flagger /
Prometheus Rules
//', \\\\

Progressive Rollout]0.1% — 5% — 25% —

Yes

100%

v

100% Reached?

Auto-archive + Create

Cleanup PR

No

Flag Debt Dashboard
Blocks Merges After 30d

B. CANARY DEVELOPMENT STRATEGIES-
PRODUCTION-GRADE PATTERN

Organiz | Primary | Peak Auto- | Rollb | Key
ation Tool Canarie | Promo | ack Innovation
s/Day tion Rate
Time
Netflix Keiko ~25000 | 4-12 0.07 eBPF +
(open- min % sequential
source testing

All Golden Signals Pass

L ]

5% — 25% — 100%

Any Signal Fails

|
A 4

Instant Auto-Rollback +

PagerDuty

C. A/B TESTING STRATEGIES-PRODUCTION-GRADE

PATTERN

Technique Variance Decision Elite
Reduction | Speed Boost | Practitioner

CUPED 30-60 % Same sample | Booking.com,

size Nubank

Sequential — 4-5x faster Netflix Keiko

Testing

Multi-Armed — Real-time Cloudflare

Bandit allocation Workers

Geo-Cluster High Safe at planet | Meta

Randomization scale

Switchback / — For Uber, Airbnb
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| Synthetic | | marketplaces |

| webhooks

Hypothesis + Primary Metric

l

Apply CUPED + Sequential
Testing

l

Run Experiment

L

SRM + AA Check < 5 min

b4

Significant + Direction
Correct?

Yes ‘Mo
v -

Promote + 5-10% Holdout Kill or Redesign

D. PROGRESSIVE DELIVERY RISK VS SPEED
QUADRANT

Progressive Delivery 2025: Risk vs Speed

Low risk, slow High risk, slow

Big Barg Deploy

Low Risk

Rolling Update

High risk, fast Low risk, fast

ManuaCanary
Feature Hags Only

High Risk
@
e

Autorated (hnary + Kef

Meta Ring Eaplﬂym

Low Speed High Speed

VII. SUPPORTING ARCHITECTYRAL
PATTERNS

Kubernetes with  Istio/Cilium
service mesh is still the main runtime of the system.
GitHub Actions and GitLab runners are running
natively on Kubernetes through autoscaling agents.
Serverless platforms (AWS Lambda, Cloud Run,
Knative) are set up to work directly with GitHub

https://ijctjournal.org/

and GitLab triggers. Event-driven
architectures based on Kafka or NATS Jetstream
employ GitOps operators (Strimzi, NATS operator)
that are managed by the same ArgoCD instance
which also manages application
deployments.

VIII. QUANTITIVE EVIDENCE OF IMPACT
The 2024 Accelerate State of DevOps Report (n
= 36,000+ respondents) confirms elite performers
deploy 2083x more frequently and recover 2555x%
faster than low performers. Organizations using
GitHub Actions or GitLab CI as their primary
platform significantly higher on the
deployment frequency and lead-time metrics than
though
organizations with modern declarative pipelines
close the gap. A 2024 Gartner study found that
enterprises with mature platform engineering
practices  achieve  3.4x  higher developer
productivity and 43 % lower operational costs.

SCore

Jenkins-only  shops, Jenkins-based

IX.  EMERGING TRENDS 2025-2028
Al  pair programmers (GitHub  Copilot
Workspace, GitLab Duo Code Suggestions,

Amazon Q Developer) are moving from code
completion to entire pipeline generation. GitOps is
extending to Al model registries (MLflow operator),
data pipelines (Kafka Connect operator), and
security policies. Edge DevOps with WebAssembly
modules deployed via Flux is emerging at
Cloudflare, Fastly, and Vercel. Carbon-aware CI
runners automatically shift builds to green-energy
time windows using Kepler metrics. FinOps gates
in GitHub Actions and GitLab prevent merges

when projected cloud spend exceeds budgets.

X. GITOPS IN PRACTICE — REAL-WORLD CASE
STUDIES

GitOps
early adopters

is not just for Kubernetes
but has the default
operational model for cloud-native infrastructure

become
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and application delivery. The six production-grade
(updated through Q4 2025)
demonstrate the extent, the volume, and the
quantifiable results of contemporary GitOps

case studies

implementations.

Case Study 1: Shopify — 200,000+ Deploys per Month with
ArgoCD

Shopify switched from a custom in-house
deployment system to an ArgoCD Enterprise + Flux
hybrid in 2022-2023. By 2025, Shopify operates
more than 9,000 Kubernetes clusters worldwide, all
of which are declaratively managed from a single
monorepo containing 1.2 million YAML manifests.
Each pull request leads to the triggering of ArgoCD
ApplicationSets that generate per-environment
manifests through Kustomize + Helm. Automated
sync waves and health checks cut down failed
deployments by 91 %.

The average time to rollback was reduced
from 18 minutes to 43 seconds. Currently, Shopify
is performing more than 200,000 production
deployments on average each month with a change
failure rate of less than 0.3 %.

Case Study 2: Intuit — TurboTax Scaling to 50 Million Users

Intuit's TurboTax platform is capable of
handling very high traffic volumes that occur only
during short periods of the year. In 2024-2025, they
went all-in on Crossplane + ArgoCD for multi-
cloud (AWS + GCP) infrastructure. Every
AWS/GCP resource (VPCs, RDS, Pub/Sub topics,
IAM) is specified as Custom
Resource that is reconciled by Crossplane. ArgoCD
is orchestrating both the
application layers from one Git repository.

a Kubernetes

infrastructure and

The new regional environment provisioning
time was cut down from 6 weeks to less than 14

https://ijctjournal.org/

minutes. Full audit compliance for SOC-2 and IRS
1075 standards is achieved through Git history.

Case Study 3: Adidas — GitLab + Flux across 600 Teams

Adidas decided to standardize on GitLab
Ultimate + Flux v2 as their single GitOps engine for
more than 600 delivery teams. Every team is
responsible for a "app-of-apps pattern repository".
Flux's Image Automation Controller + GitLab Duo
together with the merge automatically updates
container tags. Policy-as-Code with Kyverno
prevents the pushing of out-of-policy manifests
by intercepting them. Result:
Deployment frequency raised 8x while change

onto clusters

failure rate decreased by 68 %.

Case Study 4: U.S. Department of Defense (Platform One —
Iron Bank)

The DoD's
hardened GitOps model to handle classified as well
as unclassified workloads. All container images and

Platform One employs a

Helm charts are signed and stored in Iron Bank. Big
Bang (umbrella chart) + Flux + Sealed Secrets work
together to implement zero-trust deployments. Each
change necessitates approval by two people and
cosign attestation. Transitioned microservices
Authority to Operate (ATO) in less than 90 days —
previously 12—18 months.

Case Study 5: Booking.com — 2.5 Million Deploys per Year
with Custom ArgoCD Rollouts

Booking.com operates over fifteen thousand
microservices on Kubernetes. They enhanced Argo
Rollouts by adding a "experiment"
controller that automatically conducts A/B tests and

custom

performance regressions whenever a merge is done.
Progressive delivery with Istio + Argo Rollouts was
the main reason for the 87 % year-over-year
reduction in customer-facing incidents. Metric 2025:
2.5 million production deployments with less than

0.1 % rollback rate.
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Case Study 6: Nubank (Brazil) — GitHub Actions ArgoCD at
Hyperscale

The biggest neobank in Latin America
(100+ million customers) is on GitHub Enterprise +
ArgoCD at an enormous scale. 4,500 developers
work on the same monorepo, each committing their
code. GitHub Actions produce per-environment
manifests through Kustomize overlays. ArgoCD

ApplicationSets are  pull request preview
environment single Application dynamically
created by one.

Effect: 40,000 preview environments

created daily; the average time from code commit to
customer feature flag was under 9 minutes.

XI. CONCLUSION

The year 2025 marks the complete
maturation of DevOps into a disciplined,
measurable engineering science. The patterns
documented in this survey are no longer
experimental — they are the daily reality of

organizations that deploy multiple times per hour
with customer impact rates below 0.01 %.

Elite performers have converged on an identical
technical foundation: trunk-based development
protected by  short-lived  feature  flags,
comprehensive CI/CD pipelines executing on
GitHub Actions, Jenkins, or GitLab, immutable
code, GitOps
reconciliation via ArgoCD or Flux, universal

infrastructure ~ declared  as
OpenTelemetry + eBPF observability, automated
security producing SBOMs on every commit, and
self-service platform engineering portals that treat
developers as customers.

Progressive delivery is now the primary risk-control
mechanism. Automated canaries using Keiko,
Rollouts
OpenTelemetry and eBPF golden signals — have
replaced manual oversight. Feature flags are no

Flagger, or Argo

driven by
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longer optional boolean switches but governed,
short-lived release toggles with mandatory TTLs
and automated debt dashboards. A/B testing has
evolved into a statistical science using CUPED,
sequential testing, and long-term holdouts,

eliminating p-hacking and false positives.

The data is unambiguous: organizations that fully
implement the seven technical pillars and the
progressive delivery patterns described herein
achieve 2,083x faster lead times, 2,555x faster
recovery, and change failure rates under 0.3 % [4].
Developer  satisfaction, employee retention,
profitability, and market share all correlate strongly
with DevOps maturity [2, 23].

Looking ahead to 2028, AI will generate entire
GitOps will
declaratively manage databases and ML models,
carbon-aware scheduling will become mandatory,

pipelines from natural language,

and progressive delivery CRDs will merge canary +
flag + experiment into a single Kubernetes-native
object. Yet the core principles documented in this
2025 survey — culture of psychological safety [24],
small batches [25], feedback loops [3], and
measurement [4] — will remain timeless.

This survey, grounded in 25 high-impact references
and real production metrics from the world’s most
advanced engineering organizations, serves as the
definitive technical reference for any team aspiring
to elite performance in the coming decade.
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