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Abstract— Deepfakes, which are incredibly realistic but
fake photos and videos that jeopardize digital trust, security,
and authenticity, have become more common as a result of
the quick development of artificial intelligence and
generative models. This dissertation examines four
significant research contributions: Convolutional Neural
Network (CNN)-based FaceForensics++ (Rossler 2019) [1],
Capsule Networks (Sabir, 2020) [2], Vision Transformers
(Wang et al, 2023) [3], and blockchain-based media
verification (Lin, 2022) [4]. It presents a comparative case
study on current Al-powered deepfake detection and
prevention techniques based on five main performance
metrics: Accuracy, generalization ability, computational
efficiency, real-world adaptability, and scalability to evaluate
each approach. The study ends by suggesting an integrated
hybrid framework that combines blockchain-backed
verification with Al-based detection.
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I. INTRODUCTION

The rapid advancement of artificial intelligence (Al)
and machine learning (ML) technologies has given rise to
creation of many sophisticated tools that have the ability
to generate highly realistic images, audio and videos. But
as the technology grows, so does the risk involved in
using it. These content creation tools are used by
malicious actors to generate highly realistic images,
videos etc and are also leveraged to generate manipulate
content from original multimedia sources. These are

called Deepfakes.

This has raised global concerns about misinformation,
identity fraud, political manipulation, and cybercrimes.
While it may seem like a new artistic frontier and
harmless at first, but these digitally fabricated images or
recordings may trick viewers, harm reputations, or even
sway public opinion.

We will discuss the application of Al in building
effective deepfake detection and prevention systems. The
study also focuses on evaluating existing detection
algorithms, investigating novel deep learning-based
approaches, and proposing methods to enhance reliability
and robustness against evolving generative models.

A. Background To The Study

Deepfake technology has recently grown complex, and
as a result, it has posed massive challenges to
cybersecurity in individuals and organizations. Deepfakes
are generated using advanced Al and ML technologies.
Highly realistic fake videos and audio clips are made by
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leveraging deep learning models, making it increasingly
difficult to distinguish between real and manipulated
content.

The term “deepfake” is made up of two words: “deep
learning” and “fake,” referencing how artificial
intelligence algorithms generate content that looks or
sounds authentic. These technologies depend on
Generative Adversarial Networks (GANSs), introduced by
Goodfellow, Shlens, and Szegedy (2019). These networks
involve two parts:

e Generator: generates synthetic content (e.g., frames
of a video).

e Discriminator: Tries to figure out if the content is
real or fake.

These two parts engage in a back-and-forth training
process where the Generator “learns” to produce media
that fools the Discriminator, thus sharpening its
authenticity. Over time, the final outputs become tough
for an untrained viewer to question.

The advancements in Al and ML technologies have
offered sound approaches to dealing with the increasing
threat. AI and ML technologies assist in the development
of better detection systems that can quickly detect
deepfake content. However, deepfake technologies are
rapidly evolving, making it challenging for current
cybersecurity mechanisms to protect against. The
evolution of AI/ML-based defenses appears necessary to
address new deepfake threats.

B. Problem Statement

The increasing advancement in deepfake technology
poses a great threat to millions of people, businesses and
nations alike. Because deepfake has become almost
indistinguishable from the authentic information and real
people, it promotes fake news and information,
contributes to scams, and undermines individual and
organizational reputations.

Today's security solutions do not suffice against these
increasingly sophisticated deepfake-generation techniques
thus exposing severe gaps in digital protection. Many
current solutions rely on the identification of artifacts
from known generation models. Thus, they don’t perform
well with new and unseen deepfake methods. Furthermore,
due to lack of scalable, real-time detection systems, it has
been difficult to efficiently combat the rapid spread of
deepfake media on social media platforms.

This lack also calls for developing sophisticated
artificial intelligence (AI) and machine learning (ML) to
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fortify = cybersecurity  safety  against  deepfakes.
Unfortunately, deepfakes are hard to detect, and using Al
and ML for this purpose will enable us to make better
real-time detection solutions, thus enhancing the security
systems to counter these diverse risks of deepfakes.

C. Aims and Objectives

The main objective of this work is to classify current
Al and ML solutions for deepfake detection, their
effectiveness, and potential improvement. The proposed
study produces comparative analysis of existing deepfake
detection and prevention approaches including- CNN-
based [1], Capsule Network [2], Vision Transformer [3]
and Blockchain-based frameworks [4].

The research will identify important performance
metrics that affect the efficiency of current systems
including- accuracy, computational efficiency,
generalization capability and real-world applicability from
a systematic review and case study evaluation.

The study also identifies the shortcomings of current
methods including their high computational requirements,
reliance on datasets and limited ability to adjust to new
manipulation techniques.

D. Scope and Significance

Therefore, the scope of this study is specifically
limited to examining approaches used to detect and
eradicate deepfakes, with main focus on comparing the
pros and cons of each thus, suggesting improvement
measures for the same. Since such technologies are
already being developed and implemented, the research
offers a focused description of the roles and
countermeasure efficacy against deepfakes.

It is relevant for cybersecurity specialists, legislators,
technology manufacturers, and designers because this
study provides key findings and specific guidance for
improving security. The study focuses on the use of
AIML in enhancing current systems' threat identification
and mitigation capabilities. The insights provided by the
study can be used to design and shape policies, laws, and
legislation to combat deepfakes.

II. LITERATURE REVIEW

Science and technology are constantly advancing.
With this advancement comes great risks to identity,
reputation, digital authenticity and public trust. This
technological development exploits deep learning
techniques, especially GANs, to produce photorealistic
and inherent modifications.

Recent researches have shown how supervised and
unsupervised machine learning can be applied to identify
deepfake content. Supervised learning uses labelled
datasets to train the models to distinguish the real media
from the fake ones using feature extraction and
classification. Unsupervised learning works without labels
where malicious data consist of anomalous and potentially
inconsistent data. Feature-based detection concentrates
more on specific aspects, such as an object and features
out of place in the media stream, such as blinking or
uneven sound. Model-based detection uses a deep neural
network to determine given media by trained models.

Here are some examples of solutions to detect deepfake
content:

https://ijctjournal.org/
A. FaceForensics++

A large-scale dataset and benchmark for video forgery
detection was introduced by Rossler et al. [1]in 2019. The
dataset contains manipulated media created with four
major face-manipulation techniques (covering both: facial
expression manipulation and facial identity manipulation)-
Face2Face, FaceSwap, DeepFakes, and NeuralTextures.

Leveraging recent advances in deep learning,
particularly convolutional neural networks (CNNs), they
used CNN architectures such as - Mesolnception-
4(inspired from InceptionNet), XceptionNet (trained on
ImageNet) and Bayar-Stamm model to classify deepfakes
from authentic media by analyzing artifacts in texture,
color, and motion such as copy-move manipulations, face
splicing, face swapping, eye blinking, etc.

FaceForensics++ excels in its scale, diversity, and
standardized benchmark, which allows consistent
comparison and robust training of detection models.
However, due to its focus on restricted manipulation types
and synthetic, controlled datasets, lacks generalization to
real-world deepfakes with more sophisticated or unseen
manipulations.

B. Capsule Networks(CapsNet)

Sabir and others [2] in 2020 developed a deepfake
detection method that makes use of Capsule Networks
(CapsNets) to capture the spatial and hierarchical
relationships between facial features in manipulated
videos.

While, traditional CNNs frequently lose spatial
information as a result of pooling operations, Capsule
Networks maintain the orientation and pose information
of facial components, thus detecting minute irregularities
also. This approach showed enhanced feature localization
and robustness in identifying tampered regions.

CapsNets perform better where micro-expressions or
local distortions are important indicators of forgery. Real
time deployment is difficult due to its computational
complexity and longer training times. Furthermore, the
effectiveness of the method depends on quality and
diversity of training data, which could have an impact on
how well it generalizes to unseen or more complex
deepfake generation techniques.

C. Vision Transformers(ViT)

Wang and others [3] in 2023 proposed a Vision
Transformer (ViT) based architecture for deepfake
detection. This uses the self-attention mechanism to
capture  contextual relationships and long-range
dependencies among image patches.

ViTs are superior at modelling global patterns and
spotting minute artifacts in manipulated facial regions.
The model demonstrated impressive performance in
showcasing its ability to generalize across various forgery

types.

For efficient training, the method requires substantial
GPU resources and large datasets making it extremely
data and computation intensive. Additionally, although
ViTs perform better in controlled settings, their usefulness
for real-world detection scenarios is limited because they
can perform worse in low quality or compressed videos.
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D. Blockchain Technology

To ensure the authenticity and traceability of digital
content, Lin et al. [4] in 2022 explored a blockchain-based
framework for media verification and deepfake prevention.
Their method allowed any user to confirm the integrity
and origin of a file by embedding the metadata and
cryptographic hash values of authentic media files into a
decentralized ledger.

This system offers a clear and impenetrable
provenance record while preventing content manipulation
and illegal distribution. The system improves confidence
in digital media ecosystems and supports Al based
detection models. However, obstacles like high storage
overhead, transaction costs and scalability problems that
are specific to blockchain networks make large scale
implementation difficult.

III. COMPARATIVE ANALYSIS

The proposed study analyzes current deepfake
detection and prevention frameworks using a case study
based comparative research methodology. It examines and
contrasts the most popular blockchain based and Al based
solutions to determine their advantages and disadvantages
and possible areas of development rather than putting a
new algorithm into practice.

The comparison is focused on four techniques derived
from prior literature: CNN based models described
through the research of Rossler [1] in 2019, models based
on Capsule Networks (CapsNets) through the research of
Sabir [2] in 2020, ViT based architechture explained by
Wang [3] in 2023 in their research and blockchain with
watermarking-based frameworks explained by Lin [4] in
2022.

Each of these solutions are assessed on the five key
parameters:  accuracy, computational  efficiency,
generalization ability, real-world adaptability and
scalability. The case study utilizes benchmark datasets
such as FaceForensics++, DFDC, and Celeb-DF, along
with published experimental metrics to compare these
solutions. Let’s first understand what CNN, ViT,
Blockchain and Capsule Networks are so that we can
better understand how they are used to detect deepfakes.

A. Convolutional Neural Network

CNNs leverage on multiple feature extraction stages to
automatically learn data representations and have a strong
ability to capture signal spatiotemporal dependences.

Rossler and team (2019) [1] came up with
FaceForensics++, dataset for spotting fake faces in videos.
It uses manipulations from four main methods: Face2Face,
FaceSwap, DeepFakes, and Neural Textures.

They trained classifiers to find fake bits in textures,
colors, and motion, with CNNs like XceptionNet,
Mesolnception-4, and Bayar-Stamm models. The dataset
has over a million altered frames, so it’s a good standard
for testing models that detect deepfakes.

But it didn’t work with new manipulation methods or
low-quality data you’d find in the real world. It also took a
significant amount of computing power since those CNNs
needed considerable number of GPUs to train.

https://ijctjournal.org/
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Fig. 1. Convolutional Neural Network(CNN) Architecture

B. Vision Transformers(ViT)

ViTs contrast the traditional convolutional neural
networks (CNNs) by building wupon self-attention
mechanisms, allowing them to capture global
dependencies in data sequences. This enhances its efficacy
in capturing overarching features and relationships within
images.

Wang (2023) [3] came up with a Vision Transformer
(ViT) setup to spot deepfakes. It analyzes how different
parts of the face relate to each other from far away.
Instead of just focusing on small areas like CNNs do,
ViTs use something called self-attention to understand the
whole picture.

The ViT-based models are really good at finding
subtle problems with face details and shapes. It took a lot
of computing power to run, like big datasets and fancy
graphics cards, which made it a bit slow. ViTs had trouble
with videos that were compressed or not very clear.
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Fig. 2. VIiT consists of a series of transformer blocks. Each block has
two sub-layers: multi head self attention layer and feed forward layer.

C. Capsule Network(CapsNet)

Unlike convolutional neural networks, which do not
evaluate the spatial relationships in the given data, capsule
networks consider the orientation of parts in an image as a
key part of data analysis. CapsNets use groups of neurons
called capsules to identify these parts and their relative
orientations.

Sabir and team (2020) [2] came up with model using a
Capsule Network (CapsNet) to spot deepfakes better. It
grabs how facial features relate in space, something
traditional CNNss often miss.
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Fig. 3. Capsule Network(CapsNet)

Their model used dynamic routing to keep track of
face position and direction, so it could pick up on subtle
inconsistencies.

Against regular CNNs, it did better, especially at
spotting small changes and micro-expressions. It also
worked better on new kinds of edits, but needed some
tweaking for different datasets. The downside? It takes a
lot of computing power and time to train, so it's not
superfast. Also, it needed a large and varied dataset to
work well, which makes it harder to scale up.

D. Blockchain Technology

Blockchain technology serves as a protective shield,
preventing the leakage and misuse of sensitive
information. Blockchain allows for accurate timestamping
of data. This timestamping can be crucial for determining
the original source and creation time of content, aiding in
the identification of manipulated or deepfake material.

Lin (2022) [4] came up with a blockchain system to
spot deepfakes and check if media is real. Instead of just
finding deepfakes after they're made, their system checks
if the media is legit from the start. They put special codes
(cryptographic hashes) and info about the original media
onto a blockchain. If someone changes the content, the
code won't match, and you'll know something's wrong.

They built the system with smart contracts and ways to
make sure everyone agrees on the info, so it's open and
can't be changed. The system worked well in tests. It's
efficient at verifying the origin of digital content. It can
handle a massive amount of data about the media. Storing
big media files directly on the blockchain can be slow and
pricey. Its computational speed depends on the blockchain
being used and how busy the network is.

Deep-Fake
Video and Image IDs

BEA

Image watermark

Fig. 4. Blockchain enabled deepfake detection for different data modes.
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IV. OBSERVATIONS

The comparison of existing deepfake detection and
prevention techniques reveals distinct advantages and
disadvantages for each strategy.

On controlled datasets, Rossler (2019) [1] used CNN-
based models to achieve high accuracy; however, they had
trouble generalizing to new and unseen manipulations.
Capsule networks were used by Sabir (2020) to enhance
spatial awareness; however, this resulted in a decrease in
computational efficiency but an increase in detection
precision.

Although scalability and resource efficiency were
compromised, Wang (2023) [3] used Vision Transformers
to improve generalization. On the other hand, a
blockchain-based verification framework that prioritizes
authenticity and traceability over post-detection was
presented by Lin (2022). Blockchain systems improve
prevention and trust, while Al-based models excel in
detection performance.

Table 1. shows the comparison among different
solutions to deepfake detection and prevention and how
well they do against different evaluation metrics.

TABLE L COMPARING DIFFERENT APPROACHES TO DEEPFAKE
DETECTION PREVENTION
Study | Technique Working Strengths Limitations
Principle
Rossler | CNN-based | Visual High Weak
et al. | Models patterns & | accuracy on | generalization
(2019) artifacts structured & high
recognition datasets computational
load
Sabir CapsNets Preserves Detects Long training
et al spatial micro- time;
(2020) hierarchies expressions | computation-
and pose | and subtle | heavy;
relationships distortions requires
diverse
datasets
Wang ViT (Self- | Captures Excellent Needs large
et al. | Attention global generalizati | datasets +
(2023) | Based) relationships on;  high | powerful
across image | accuracy; GPU; slower
patches robust to | on low-
many quality videos
forgery
types
Lin et | Blockchain | Uses Strong High storage
al. -based cryptographic | authenticity | & transaction
(2022) | Verification | hashes to |, costs
verify content | traceability,
origin & | tamper-
prevent proof
tampering verification

All AT methods need a lot of computing power and can

have issues working in different situations. Blockchain
systems could be a good way to check things in a reliable
way, even if they don't find Al-generated content
themselves. So, the best way to deal with this might be to
use both detection and verification together, suggesting a
hybrid detection—verification ecosystem as an optimal
future direction.
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V. CONCLUSION

Even with some improvements in spotting and preventing
deepfakes, the methods we have now still aren't great at
working under different situations, being fast, or holding
up in the real world. Here are some things that could be
done to improve them:

* Hybrid AI-Blockchain Framework

Using deep learning models (like CNNSs,
Capsule Networks, or Vision Transformers)
along with blockchain to verify origin of
content. This way, we can prove whether the
content is authentic and spot fakes, building
trust and tracking things better.

*  Multi-Modal Detection Systems

Right now, most models just look at the
pictures or videos. Adding sound, text, and
even things like heartbeat or blinking patterns
could help the models be right more often and
spot different kinds of deepfakes.

» Lightweight and Efficient Models

If we can make the models use fewer resources
by cutting out unnecessary parts or simplifying
them, they can work faster and in real-time.
That means we could use them on phones or
other devices.

* Adversarial and Continual Learning

Training the models all the time and using
methods to make them stronger against tricks
will help them keep up with how deepfakes
keep getting better.

* Standardized Benchmarks and Open Datasets

Having bigger, better sets of examples to test
the models on—with real-world fakes, different
quality levels, and samples from different
sources—would help us see which models are
really the best.

+ Explainable AI (XAI) Integration

Adding tools that show why a model flagged
something as fake would help people trust the
system more. It would let experts see how the
model is making its decisions.

* Policy and Cross-Platform Collaboration

Besides the tech stuff, social media companies,
governments, and researchers should work
together to set up rules for checking content
and dealing with new deepfakes quickly.
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