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Abstract—The rapid advancement of synthetic image gener-
ation through generative adversarial networks (GANs), autoen-
coders, and diffusion models has significantly increased the diffi-
culty of distinguishing authentic visual content from manipulated
or Al-generated imagery. This paper presents a deep learning-
based three-class classification framework capable of separating
Al-generated, deepfake, and real images using an EfficientNet-B0
backbone. A series of targeted optimization strategies—including
label smoothing, warmup—cosine learning rate scheduling, mixed-
precision training, and staged unfreezing—are integrated to
enhance model stability and generalization. Using a dataset
of 9,999 RGB face images sourced from the HuggingFace
repository, the proposed system achieves a validation accuracy
of 99.8%, supported by strong ROC-AUC performance and
minimal overfitting across epochs. The experimental results
demonstrate that lightweight yet well-regularized convolutional
architectures remain highly effective for modern image forensics.
The framework thus provides a practical foundation for future
work in manipulation localization, multimodal forensics, and
domain-adaptive detection.

Keywords—Deepfake detection, Al-generated images, CNN,
EfficientNet-B0, image forensics, transfer learning.

I. INTRODUCTION

Recent advances in generative modeling—including Gen-
erative Adversarial Networks (GANs), encoder—decoder ar-
chitectures, and modern diffusion-based generative sys-
tems—have enabled the synthesis of facial imagery with
extremely high photorealism [1], [2]. These models now re-
produce fine-grained textures, coherent lighting, and identity-
preserving facial structures that closely mimic authentic pho-
tographs. The increasing accessibility of pretrained models,
user-friendly deepfake applications, and online generative plat-
forms has further accelerated the spread of synthetic content.
While such progress has expanded opportunities in creative
media production, digital art, and data augmentation, it has
simultaneously intensified concerns related to misinforma-
tion, identity spoofing, and large-scale digital forgery [3].
As these synthetic images propagate across social media and
communication channels, reliable forensic systems become
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indispensable for preventing misuse and maintaining public
trust.

Traditional forensic methodologies relying on handcrafted
cues such as compression artifacts, illumination discrepan-
cies, or frequency-domain irregularities are increasingly fragile
when confronted with high-fidelity GAN and diffusion systems
designed to minimize observable artifacts [4]. Unlike earlier
manipulation techniques, modern synthesizers intentionally
suppress detectable traces through adversarial optimization and
iterative denoising, making their outputs structurally coherent
and artifact-resistant. Furthermore, handcrafted approaches
often exhibit poor cross-dataset generalization, as their fixed
feature sets fail to capture the evolving distribution of synthetic
image artifacts. Consequently, the forensic community has
shifted toward data-driven paradigms capable of adapting to
these dynamic synthesis techniques.

Deep learning approaches, particularly convolutional neural
networks (CNNs), have demonstrated superior capability in
detecting manipulated and synthesized content by learning
discriminative features automatically across spatial and fre-
quency domains [5], [6]. CNN-based detectors can capture
subtle inconsistencies, such as generator-specific noise sig-
natures, unnatural texture smoothness, and boundary-level
distortions. However, most prior work focuses on binary
classification—real versus fake—even though different manip-
ulation mechanisms (GAN-based images, diffusion samples,
deepfakes) produce distinct artifact patterns [7], [8]. A bi-
nary formulation therefore collapses heterogeneous synthetic
sources into a single “fake” category, overlooking structural
and statistical differences that are crucial for robust and
generalizable forensic analysis.

To address these limitations, this work introduces a
multi-class forensic classifier built upon the EfficientNet-
B0 backbone [9], enabling explicit distinction among Al-
generated images, deepfake images, and authentic real pho-
tographs. EfficientNet-BO is particularly suitable due to its
compound-scaling strategy, which balances accuracy and com-
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putational efficiency while preserving discriminative feature
capacity. Several training enhancements—Ilabel smoothing,
warmup—cosine scheduling, staged unfreezing, and automatic
mixed precision—are incorporated to strengthen generalization
across heterogeneous synthetic content [?], [?], [10]. These
strategies collectively improve convergence stability, reduce
overfitting, and enhance sensitivity to subtle class-specific
forensic cues. Experimental evaluation demonstrates strong
three-way separation and high validation accuracy, aligning
with observations in recent forensic literature emphasizing
multi-class modeling for reliable synthetic media detection
[11], [12]. The results highlight the growing importance of
refined and scalable detection frameworks as generative mod-
els continue to evolve rapidly.

II. RELATED WORKS

The rapid advancement of synthetic image generation
has motivated extensive research into detecting manipulated,
forged, and Al-generated visual content. Early detection
pipelines relied on handcrafted forensic cues such as com-
pression inconsistencies, illumination errors, metadata traces,
and error level analysis (ELA). However, as generative models
progressed from classical editing workflows to GAN- and
diffusion-based synthesis, handcrafted features were no longer
sufficient for robust generalization across manipulation do-
mains.

A. Early Forensic and Classical Learning Approaches

Initial approaches focused on pixel-level statistical irregular-
ities and error artifacts. Kuruvilla et al. analyzed ELA patterns
across thousands of manipulated and authentic images, while
similar ELA—VGG16 hybrids reported accuracies below 90%,
highlighting the brittleness of handcrafted features when faced
with high-quality modern generators. Classical methods fail
to capture the multi-scale texture statistics and high-resolution
features present in GAN- or autoencoder-generated images,
thereby motivating the transition to deep learning.

B. CNN-Based Detectors for Fake Image Detection

Deep convolutional neural networks significantly improved
fake-image detection by learning hierarchical spatial descrip-
tors directly from RGB content. Hamid ef al. [5] showed that
CNN architectures such as VGG, ResNet, and DenseNet dra-
matically outperform traditional machine learning pipelines for
fake-image detection, achieving near-perfect accuracy when
combined with robust preprocessing and augmentation strate-
gies. Patel et al. [?] further demonstrated that optimized dense
CNN architectures capture fine-grained manipulative clues
and texture-based artifacts with strong generalization across
datasets.

Barik ef al. [10] and Hamid et al. [?] emphasized that do-
main balancing, augmentation, and color-space normalization
significantly enhance model robustness against image-level
perturbations, including compression, scaling, and illumination
changes. These findings highlight CNNs as the dominant
paradigm for modern forensic detection.
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C. Deepfake-Specific Detection Architectures

Deepfake generation—typically involving encoder—decoder
architectures—introduces characteristic inconsistencies around
facial boundaries, latent identity blending, and frame-wise
temporal artifacts. Studies such as Barik ef al. [?] evaluated
deepfake detection performance using advanced Al mod-
els and emphasized that detectors must learn subtle, high-
frequency cues to distinguish reenactment artifacts and face-
swapping anomalies.

Other research explored architectural enhancements for
improving deepfake detection sensitivity. For example,
frequency-domain cues, high-resolution texture fingerprints,
and chromatic inconsistencies have been shown to be bene-
ficial for capturing generator-specific artifacts, which standard
spatial models may overlook.

D. GAN- and Diffusion-Generated Image Detection

With the emergence of powerful generative models such as
StyleGAN2 and diffusion-based synthesizers, distinguishing
Al-generated content has become increasingly challenging.
Large-scale benchmarks including FaceForensics++, Celeb-DF
[13], and DFDC [14] have played a critical role in evaluating
detector robustness under diverse compression levels, lighting
variations, and manipulation types.

Zi et al. [15] introduced “WildDeepfake”, a dataset high-
lighting the real-world complexity of deepfake detection in
unconstrained environments, demonstrating the need for mod-
els capable of generalizing beyond curated datasets. Ro"ssler
et al. [16] provided insights into the vulnerabilities of CNN
detectors against unseen generative models and emphasized
the importance of cross-manipulation generalization.

E. Relevance to the Present Work

Despite considerable progress, most existing detectors focus
on binary discrimination—real vs. fake—without distinguish-
ing between qualitatively different types of synthetic images.
Al-generated images (GAN/diffusion) present texture-level
generative fingerprints, whereas deepfake images introduce
structural identity and blending inconsistencies. These differ-
ences justify a multi-class detection framework capable of
learning class-specific artifact signatures.

Prior work consistently shows:

- CNNs and transfer-learning backbones (e.g., EfficientNet,

ResNet) outperform classical ML detectors [?], [5].
- Frequency-domain, color-space, and high-frequency cues
improve robustness against GAN-based synthesis [10].

- Deepfake artifacts are distinct from GAN-generated arti-

facts, requiring specialized modeling [?].

- Data augmentation, fine-tuning strategies, and domain-

balanced training significantly enhance generalization [?].

Building on these findings, the present work introduces
a comprehensive multi-class classification framework using
EfficientNet-B0, incorporating compound scaling, staged un-
freezing, label smoothing, cosine learning-rate scheduling, and
mixed-precision training. This extends the literature by tar-
geting three-way classification—AlI-generated, deepfake, and
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real—addressing a gap where multi-class synthetic-image dis-
crimination remains underexplored.

III. DATASET AND PREPROCESSING
A. Dataset Description
The dataset originates from the HuggingFace repository [?],
comprising 9,999 RGB face images, each labeled as:

« 0: Al-generated (GAN/diffusion outputs)
- 1: Deepfake (face-swapping pipelines)
- 2: Real

Since only a training split is provided, an 80/20 stratified
partition is created:

Train: 7,999, Validation: 2, 000.

B. Preprocessing Pipeline
All images are resized to 224 X 224 followed by augmen-
tation:

- RandomResizedCrop, Horizontal Flip

- RandomRotation (20°)

- Colorlitter (brightness, contrast variations)
- RandomGrayscale (p = 0.1)

- Normalization aligned to ImageNet statistics

Fig. 1 illustrates the augmentation pipeline.

Data Prepr ing Pipeli

: Image Transforms

Training Transforms (with Rationale) Validation Transforms (Deterministic)

[\npulmining Image }—»( _SIZE, scale=(0.8,1.0) |

=i
| RandomHorizontalFlip

Rationale: Handes lefrght orentaton varance.

v
[ RandomRotation(20)
Rationale: Handles small rotations/camera itt.
ColorJiter

shifts

RandomGrayscale(p=0.1)

Rationale: Forces reiance on structure, notjust color.

ToTensor() + Normaiize(mean,std)

Rationale: Convertsto tensors & afgns to ImageNet satistis.

Processed Training Tensor Validatio transforms are determinitic so vaiidation |
(_ (forModelTraining) | | merics are comparable across epochs.

((Input Valdation image |——»{ Resize(IMG_SIZE) + CenterCrop.
Rationale: Ensures fixed size & deterministic cropping.

[ ToTensor() + Normalize(mean,std)
Rationale: Converls to tensors & aligns to ImageNet statistics.

Processed Validation Tensor
(for Model Evaluation)

Fig. 1: Data preprocessing and augmentation pipeline.

IV. PROPOSED METHODOLOGY

This section details the architectural design, mathematical
foundations, and training strategies used to develop a robust
three-class classifier capable of distinguishing Al-generated,
deepfake, and real facial images. The framework integrates
EfficientNet-BO as the backbone network, along with sev-
eral optimization enhancements including label smoothing,
warmup—cosine learning rate scheduling, and mixed-precision
training.

A. Problem Formulation
Given a labeled dataset

D ={(x;,y)¥L., vi €{0,1,2}
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where each class corresponds respectively to Al-generated,
deepfake, and real images, the goal is to learn a parametric
function:

f9 . R224x224x3 . R3
that maps an image to a probability distribution over the three
classes. The final prediction is obtained via:

V' =arg r;:ax Jo(X).

Training minimizes the regularized empirical risk:

1 X 2
0" = argmin L(fe(x ). v )+ Alloll,.
o N

B. EfficientNet-B0O Backbone

EfficientNet introduces a principled compound scaling ap-
proach that jointly scales depth (d), width (w), and resolution
() using a single compound coefficient ¢:

d=a?, w = %, r=7y%
subject to the constraint:
af?y? = 2,

ensuring computational efficiency and balanced model capac-
ity.

In this work, the ImageNet-pretrained EfficientNet-BO is
used as the feature extractor. The original classifier head is
replaced with a 3-class fully connected prediction layer:

FC:R12%0 — R3,
A dropout layer is inserted before the classifier to reduce

co-adaptation of features and improve generalization.

Model Selection & Adaptation: EfficientNet-BO

Lead: “I used EfficientNet-BO pretrained on ImageNet, replacing its final classifier for 3 classes.”

Why EfficientNet-B0

High Accuracy per
Parameter

How it was adapted

Adaptation Process

New Classifier

— Compound Scaling &
Architecture Search

Pretrained

EfficientNet-B0 Final Adapted

odel
° BO is Compact & Fast (Weights: (3-Class Output)
@ (Ideal for Experi imited LG i ()
- {@} Compute)
Practical Benefit of Transfer Learning
Speeds Convergence (Starting from Pretrained Features) — Impi on Limited Datasets %

Fig. 2: EfficientNet-B0 architecture and adaptation for 3-class
classification.

C. Label Smoothing

To reduce overconfidence and improve calibration, label
smoothing modifies the one-hot target distribution. For a given
sample with true class y among K =3 classes:

(1—(1,

qdr =
a/(K — 1),

k=y,
K=y,
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where a is the smoothing coefficient (here, o = 0.1). The
smoothed cross-entropy loss becomes:

=
Lis = — gk log 123
k=1

where py is the softmax probability. This reduces hypersen-
sitivity to noisy labels and encourages margin-based learning.

Cross-Entropy Loss with Label Smoothing (a=0.1)
Lead: “| used Cross-Entropy Loss with label smoothing of 0.1 to reduce overconfidence.”

Standard One-Hot Target
(No Smoothing)
100%

Label-Smoothed Target
(Smoothing a=0.1)

o

90%

Overconfident
(Hard Target)

Softened
(Smoothed Target)

Probability
Probability
°

5% 5%

°

00
Class 1

Class 2
Target Vector: [0,0, 1]

Class 3 Class1 Class2 Class3

Target Vector: [0.05, 0.05, 0.9]

Fig. 3: Effect of label smoothing on target distributions.

D. Learning Rate Schedule

A warmup—cosine decay schedule is adopted to stabilize
early training and ensure smooth convergence. The warmup
phase for the first T, = 3 epochs increases the learning rate
linearly:

t
77(t) = 77maxT_, t < To

w

After warmup, cosine annealing is applied:

= nt
”(t) = Nmin (ﬂmax - ”min) 1+ cos T s

2

where T is the total number of epochs. This schedule
prevents sudden gradient explosions and enables fine-grained
convergence near minima.

Learning Rate Schedule: Warmup + Cosine Decay
Lead: "l used a warmup for the first 3 epochs, then cosine decay across the rest of training."

Target LR -

Smooth reduction. Helps fine
convergence & find better
minima.

Linear increase. Stabilizes
early learning, avoids large
gradients on new weights.

Learning Rate (LR)

Warmup Cosine Decay
(3 Epochs) (Remaining Epochs) Low LR
0 5 10 15 20 25 30
Epochs

Low LR

[Combined Benefit: Stabilized start + Fine final convergence for better overall performance. l

Fig. 4: Warmup + cosine decay learning rate schedule.
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E. Mixed Precision Training (AMP)

To accelerate training and reduce memory consumption,
Automatic Mixed Precision (AMP) is used. AMP performs
matrix operations in FP16 while keeping critical computations
(e.g., loss, batch norm) in FP32 to maintain numerical stability.

Let g16 denote FP16 gradients and gz2 denote FP32-scaled
gradients. The GradScaler updates the gradients as:

g32 = unscale(scale(g1e)).
This prevents gradient underflow and supports larger batch
sizes.
Mixed Precision (AMP) — Autocast + GradScaler
Lead: “Training uses PyTorch AMP (autocast + GradScaler) to speed up and reduce memory usage.”

 Forward Pass

Backward Pass
autocast() Context GradScaler.scale(loss)
{
s PET i Prevents underflow during
e " Mixed Precision Ops ' computation, (Scaled Gradients, FP16) | gradient computation.
Model Ops & Data —> reduces d U
) (FP16/FP32) mer‘:‘w‘ i
L GradScaler.step(optimizer)
B@mgufé Loss
i) s Optimizer Step
Unscale Gradients (FP32 Weights)
Benefits: Faster epochs, higher batch sizes, GradScaler.update()
lower memory usage, typically no accuracy drop.

Fig. 5: Mixed-precision (AMP) computation flow combining
FP16 and FP32 operations.

F. Staged Unfreezing for Fine-tuning

During training, the EfficientNet backbone is progressively
unfrozen layer-by-layer, allowing fine-tuning to gradually
adapt deeper features without destabilizing early training. This
staged approach can be formalized as:

0 = {bhead, gstagely ..

where only Ohead is initially trainable, and deeper blocks
are unfrozen at fixed intervals. This improves convergence
stability and reduces catastrophic forgetting of pretrained
knowledge.

B estageL },

Transfer Learning with Staged Unfreezing

Stage 1: Train Head (Backbone Frozen)

= [ [ [T

Frozen Backbone
(Pre-trained Weights)

|

Gradients & Updates

I §- it

Trainable Head
(New Task Layers)

Stage 2: Fine-tune All (Backbone Unfrozen)

Gradients & Updates (Lower LR)

Data

Unfrozen Backbone

Trainable Head
(Fine-tune with Lower LR)

Fig. 6: Staged unfreezing strategy for progressive fine-tuning
of EfficientNet-BO.
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V. PERFORMANCE EVALUATION

This section presents a comprehensive evaluation of the pro-
posed EfficientNet-B0 based multi-class classification frame-
work. The model was trained on 7,999 images and validated
on 2,000 images, covering the three target categories: Al-
generated, deepfake, and real facial images. Evaluation metrics
include accuracy, confusion matrix, loss analysis, convergence
behavior, and generalization stability.

A. Confusion Matrix

The confusion matrix in Fig. 7 provides a fine-grained
overview of the model’s prediction distribution across the three
classes. The model achieves nearly perfect separation, with
only four misclassifications across the entire validation set.
Let y" denote predicted labels and y the ground-truth labels.
The confusion matrix C is defined as:

>
) =i Ay, =J}

n=1

Cij =

where i, j € {0, 1, 2} correspond to Al-generated, deepfake,
and real images.

Confusion Matrix

600
Al-generated

500

400

Deepfake -
300

True label

r 200

Real 0 + 100

Real

T
Deepfake
Predicted label

T
Al-generated

Fig. 7: Confusion matrix for 3-class classification. The model
exhibits strong intra-class compactness and minimal cross-
class confusion.

The results clearly indicate strong discriminative capabil-
ity across the three categories, with the deepfake and Al-
generated classes showing exceptionally low cross-confusion.
This performance suggests that the model successfully learns
class-specific generative artifact patterns such as boundary ir-
regularities (deepfakes) and frequency-domain inconsistencies
(GAN/diffusion images), while real images maintain strong
separability.

B. Accuracy Trends

Fig. 8 illustrates the training and validation accuracy over
10 epochs. The model demonstrates rapid convergence, with
validation accuracy stabilizing near 99.8% after the fourth
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epoch. Let Av(f) denote validation accuracy at epoch ¢,
defined as:

-1 M 0 =
L =y}

n=1

1.000 ///\/“
0.995 4 : -
0.990 1

0.985 1

0.980 4

Accuracy

0.975 1
0.970 1

0.965
— Train Acc
- Val Acc

2 4 6 8 10
Epoch

0.960 +

Fig. 8: Training vs. validation accuracy across epochs. The
model achieves near-perfect consistency between training and
validation performance.

The close alignment between training and validation accu-
racy curves indicates strong generalization, with no observable
divergence that would indicate overfitting. This stability arises
from the combined effect of (i) label smoothing, which reduces
overconfidence; (ii) cosine learning rate scheduling, smoothing
the optimization trajectory; and (iii) staged unfreezing, which
prevents catastrophic forgetting during fine-tuning.

C. Loss Trends

To complement the accuracy trends, Fig. 9 shows the
behavior of the training and validation loss across epochs. Let

L(f) denote loss at epoch ¢, computed using label-smoothed
Cross-entropy:
>
L=— g.log p.,
c=1
where ¢. is the smoothed target distribution and p, is the
predicted probability for class c.

The model exhibits rapid reduction in loss during the initial
epochs due to warmup scheduling. After epoch 3, the cosine
decay phase ensures smooth convergence toward a flatter min-
ima, contributing to the low generalization gap. The minimal
difference between training and validation loss indicates that
the model avoids both underfitting and overfitting, benefiting
from the regularization effects of augmentation, dropout, and
mixed-precision training.

D. Overall Performance Summary

Integrating all evaluation metrics, the proposed system
achieves:

http://www.ijctjournal.org
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= Train Loss
B0 - val Loss
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0.36
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I
L]
0.34 4
0.32 1
0.30 1 3 )
e ——
T T T T T
2 4 6 8 10
Epoch

Fig. 9: Training vs. validation loss across epochs. The rapid
and monotonic decrease reflects optimization stability and
absence of mode collapse.

- 99.8% validation accuracy across the 3-class setting.

- Balanced error distribution with near-zero misclassifi-
cation rates.

- Smooth convergence ensured by cosine LR decay and
progressive fine-tuning.

- Stable loss profiles indicating robust optimization and
generalization.

These results establish the effectiveness of EfficientNet-B0
combined with the engineered training pipeline for high-stakes
forensic classification scenarios.

VI. CONCLUSION AND FUTURE DIRECTIONS

This study presents a robust and efficient multi-class CNN
framework capable of distinguishing Al-generated, deepfake,
and real facial images with a validation accuracy of 99.8%. By
integrating EfficientNet-B0O with compound scaling, warmup—
cosine learning rate scheduling, label smoothing, mixed-
precision optimization, and staged unfreezing, the proposed
approach demonstrates exceptional stability, rapid conver-
gence, and strong generalization across heterogeneous genera-
tive sources. The near-diagonal confusion matrix and smoothly
converging accuracy and loss curves highlight the model’s
ability to capture subtle yet distinct artifact signatures across
synthesis modalities.

The findings underscore the impact of well-engineered
training pipelines when addressing modern synthetic imagery,
where generative models increasingly minimize detectable
artifacts. Efficient feature extraction, carefully constructed
augmentations, and progressive fine-tuning collectively play a
decisive role in achieving high discriminative power in multi-
class forensic settings.

Despite its strong performance, the current work opens
several promising avenues for further exploration. Future di-
rections include:
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- Domain Adaptation: Enhancing resilience to unseen
distributions, compression settings, and cross-platform
generative pipelines.

- Video and Multimodal Deepfake Forensics: Extending
detection to temporal, audio, and physiological modalities
for comprehensive multimedia analysis.

- Manipulation Localization: Augmenting the classifier
with spatial prediction modules capable of highlighting
manipulated regions.

- Adversarial Robustness: Investigating vulnerabilities
posed by adversarial perturbations and designing coun-
termeasures for real-world deployment.

- Lightweight and Edge-Friendly Models: Optimizing
model architectures for forensic applications on mobile
and embedded devices.

In summary, this work establishes an effective, high-
performing baseline for multi-class synthetic image forensics
and contributes meaningful insights for the development of
next-generation detection systems in an era of rapidly advanc-
ing generative technologies.
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