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ABSTRACT

In today's era of escalating digital threats, strong cybersecurity leadership is crucial for maintaining organizational
integrity and ensuring resilience in operations. This research examines the strategic importance of cybersecurity
leadership in managing risks and enhancing resilience at Surigao del Norte State University (SNSU). By thoroughly
analyzing existing practices, the study uncovers key leadership strategies that strengthen cybersecurity frameworks within
academic institutions. The research emphasizes areas such as risk assessment, policy formulation, incident management,
and the adoption of new technologies. Utilizing a mixed-methods approach, the study combines quantitative surveys with
qualitative interviews to gather perspectives from SNSU's ICT leaders and staff. The results highlight significant
challenges and opportunities in establishing a solid cybersecurity infrastructure, underscoring the necessity of proactive
leadership in cultivating a culture of security awareness and readiness. This study adds to the ongoing discussion on
cybersecurity leadership by offering practical recommendations tailored to the specific needs of higher education
institutions, with a focus on the Philippines.
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INTRODUCTION

In today's interconnected and rapidly evolving
digital landscape, cybersecurity leadership has become
increasingly vital, particularly within educational
institutions like Surigao del Norte State University
(SNSU). As cyber threats grow in frequency,
sophistication, and impact, they present significant
challenges not only to global organizations but also to
academic environments. The reliance on digital
infrastructure in education means that any cybersecurity
breach can severely disrupt operations, compromise
sensitive data, and erode trust within the academic
community. The rising stakes make it imperative for
cybersecurity leaders to adopt strategic approaches to
effectively navigate these risks (Smith & Johnson, 2023).

As the digital economy expands, the consequences of
cybersecurity breaches have escalated, threatening
financial stability, institutional reputation, and the
privacy of stakeholders. This has transformed
cybersecurity from a primarily technical issue into a
strategic priority, requiring leaders to possess a
comprehensive understanding of risk management,
resilience building, and ethical considerations (Davis &
Martinez, 2020). Recent literature underscores the
transition of cybersecurity leadership from a reactive to a

proactive stance, emphasizing the need for a culture that
prioritizes resilience alongside technical defenses
(Williams & Chen, 2021).

Over the past five years, research has
increasingly highlighted the critical role of leadership in
fostering a proactive cybersecurity culture within
organizations. Studies emphasize that effective
cybersecurity leaders are those who not only implement
robust technical defenses but also strategically plan for
resilience and recovery in the face of cyber incidents
(Boehm, 2021). The dynamic nature of cyber threats
necessitates that leaders remain agile, continuously
evolving their strategies to counter emerging risks. This
shift is essential to ensure that institutions like SNSU can
withstand and recover from cyber incidents, thereby
minimizing their impact on academic operations and
institutional reputation (Olson et al., 2022).

The urgency for strong cybersecurity leadership
is further magnified by growing regulatory demands and
the critical importance of maintaining public trust. As
government regulations and industry standards become
more stringent, leaders in the educational sector must
ensure compliance while fostering transparency and
accountability (Johnson, 2023). Moreover, concerns
about cybersecurity risks grow among stakeholders
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including students, faculty, and external partners
leadership in this domain must extend beyond
compliance to build trust and demonstrate ethical
stewardship (Smith & Jones, 2023).

This study aims to explore the critical aspects of
cybersecurity leadership at SNSU, with a focus on
strategies for navigating risks and enhancing
organizational resilience. By examining recent literature
and analyzing the unique challenges faced by SNSU, this
research will provide insights into the best practices for
cybersecurity leadership within the context of higher
education. The findings will contribute to the broader
discourse on cybersecurity leadership, offering practical
recommendations for current and future leaders tasked
with safeguarding educational institutions in an
increasingly hostile digital environment.

In summary, as cyber threats continue to evolve,
so too, the strategies employed by cybersecurity leaders
must. The need for a strategic, risk-based approach to
cybersecurity leadership has never been more pressing,
particularly in the context of higher education. This
study seeks to address this need by providing a
comprehensive analysis of the key components of
effective cybersecurity leadership, with the ultimate goal
of enhancing resilience and ensuring the long-term
success of SNSU in the digital age (Smith & Johnson,
2023).

Statement of the Problem

General Problem Statement:

In today's increasingly digital world, educational
institutions like Surigao del Norte State University
(SNSU) are facing significant challenges due to the
growing complexity and frequency of cyber threats.
These threats not only threaten the smooth operation of
academic activities but also compromise the security of
sensitive information, stakeholder trust, and the
university's overall reputation. Traditional methods that
focus predominantly on technical solutions and reactive
responses are no longer sufficient to address the
multifaceted nature of modern cyber threats. This
situation highlights the pressing need for strong
cybersecurity leadership at SNSU to strategically
manage risks and bolster the university’s resilience in
this digital age.

Specific Statements of the Problem:

1. Lack of Effective Strategic Responses to Emerging
Cyber Threats. Despite progress in cybersecurity
technology, SNSU struggles to implement effective
strategies to tackle the latest and increasingly
sophisticated cyber threats. University leadership often
finds it challenging to stay ahead of these rapidly
evolving threats, leading to deficiencies in risk
management and vulnerability assessments. This results
in a predominantly reactive approach, which leaves the
university vulnerable to potential breaches, disruptions,
and data compromises that could significantly impact
both academic and administrative functions.

2. Challenges in Building Organizational Resilience
and a Proactive Cybersecurity Culture. Developing a
resilient organizational culture that supports strong
cybersecurity practices is a major challenge for SNSU’s
leadership. Although the importance of fostering a
proactive cybersecurity culture is acknowledged, the
university lacks a well-rounded strategy to successfully
implement and maintain such a culture. This includes
gaps in risk management practices, insufficient
employee training, and a lack of ongoing improvement
initiatives. These shortcomings impede SNSU’s ability
to swiftly recover from cyber incidents, thereby
weakening the institution's overall resilience.

These statements underscore the urgent need to
thoroughly examine cybersecurity leadership practices at
SNSU, particularly in how they contribute to risk
management and the development of organizational
resilience. Addressing these challenges is critical for
enhancing the effectiveness of the university’s
cybersecurity strategies in an increasingly complex
digital landscape.

METHODOLOGY

This section details the research design,
participant selection, and data collection techniques
employed in this study. The methodology was designed
to ensure reliable and replicable outcomes while
adhering to ethical guidelines, thereby maintaining
rigorous and effective research practices.

Research Design

This study employs a mixed-methods research
approach, combining both quantitative and qualitative
techniques to thoroughly investigate cybersecurity
leadership at Surigao del Norte State University (SNSU).
The quantitative aspect involves administering structured
surveys to collect numerical data on leadership practices,
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risk management, and organizational resilience within
the university. The qualitative component includes
conducting in-depth interviews with key cybersecurity
leaders and IT staff at SNSU, aiming to capture their
experiences, insights, and challenges in addressing cyber
threats. By integrating both quantitative data and
qualitative insights, this approach offers a
comprehensive examination of how cybersecurity
leadership influences risk management and resilience-
building at SNSU.

Participants of the Study

The study targets cybersecurity professionals
and leaders at Surigao del Norte State University.
Participants will include Chief Information Security
Officers (CISOs), IT security managers, cybersecurity
analysts, and other essential personnel involved in the
university's cybersecurity initiatives. A purposive
sampling method will be employed to select participants
with significant experience in cybersecurity leadership,
ensuring that those involved possess a deep
understanding of both strategic and operational aspects
of cybersecurity at SNSU. Approximately 50
participants will be chosen for the quantitative survey,
with a subset of these individuals invited for qualitative
interviews to provide a comprehensive perspective on
cybersecurity practices and leadership within the
university.

Table 1

Summary of Participants
Participant
Category

Role/Positio
n

Required
Experience

Number of
Participan

ts

Samplin
g

Method

Chief
Information
Security
Officers
(CISOs)

Senior
cybersecurit
y executives

At least 3
years in

cybersecurit
y leadership

10 Purposiv
e

Samplin
g

IT Security
Managers

Managers
overseeing
IT security

At least 3
years in

cybersecurit
y leadership

15 Purposiv
e

Samplin
g

Cybersecuri
ty Analysts

Analysts
handling
technical

cybersecurit
y tasks

At least 3
years in

cybersecurit
y roles

20 Purposiv
e

Samplin
g

Other Key
IT

Personnel

IT staff
involved in
cybersecurit
y initiatives

At least 3
years in

cybersecurit
y roles

5 Purposiv
e

Samplin
g

Total 50

Instrumentation

This research employs two key instruments to
gather comprehensive data on cybersecurity leadership at
Surigao del Norte State University (SNSU): structured
surveys and in-depth interviews. These instruments are
designed to assess various aspects of cybersecurity
management, including leadership practices, risk
management strategies, and organizational resilience.

1. Structured Surveys The structured surveys are
intended to collect quantitative data regarding the
effectiveness of cybersecurity leadership practices, risk
management approaches, and organizational resilience at
SNSU.

Variables Assessed:

Leadership Practices: Evaluates the effectiveness and
implementation of leadership strategies in cybersecurity.

Risk Management: Assesses the methods and frequency
of risk assessment, incident response, and mitigation
strategies.

Organizational Resilience: Measures the university’s
preparedness for and ability to recover from cyber
incidents.

Administration and Data Collection: Surveys will be
administered electronically via a web-based platform.
The structured nature of the survey allows for
quantitative analysis, with statistical methods used to
identify trends and correlations in the data.

Participants: Approximately 50 participants, including
Chief Information Security Officers (CISOs), IT security
managers, cybersecurity analysts, and other relevant IT
staff at SNSU, will complete the surveys. Participants
are selected based on their significant experience and
roles in cybersecurity.

2. In-Depth Interviews

In-depth interviews aim to provide qualitative
insights into the experiences and perspectives of
cybersecurity leaders at SNSU, focusing on leadership
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effectiveness, risk management challenges, and
resilience strategies.

Variables Assessed:

Leadership Effectiveness: Explores the perceived
success and challenges of current cybersecurity
leadership approaches.

Challenges in Risk Management: Investigates specific
difficulties encountered in managing and mitigating
cybersecurity risks.

Strategies for Building Resilience: Identifies effective
practices and areas for improvement in organizational
resilience.

Administration and Data Collection: Interviews will be
conducted in a semi-structured format, allowing for
detailed, narrative responses. Interviews will be recorded
(with consent) and transcribed for thematic analysis to
identify common themes and insights.

Participants: A subset of the survey participants,
including CISOs, IT security managers, and
cybersecurity analysts, will be invited to participate in
the interviews. This selection ensures a diverse range of
perspectives and a deeper understanding of the issues
discussed in the surveys.

The study integrates structured surveys and in-
depth interviews to obtain a thorough understanding of
cybersecurity leadership at SNSU. The surveys will
provide quantitative data on leadership practices, risk
management, and resilience, while the interviews will
offer qualitative insights into the effectiveness of
leadership and resilience-building strategies. This
combined methodology will contribute to a
comprehensive analysis of cybersecurity practices and
challenges within the university.

Data Gathering Procedure

Data collection will occur in two stages. In the
first stage, a structured survey will be distributed to
gather quantitative data on cybersecurity practices, risk
management strategies, and resilience measures at SNSU.
The survey will address the frequency and effectiveness
of cybersecurity practices, the role of leadership in
managing cyber threats, and the university's overall
readiness for cyber incidents. In the second stage,
qualitative interviews will be conducted with selected

participants to gain deeper insights into the effectiveness
of current cybersecurity leadership, the challenges faced,
and suggestions for enhancing resilience and risk
management at SNSU.

Figure 1. Flowchart representation of Data Gathering
Procedure.

Stage 1: Structured Survey involves distributing the
survey and collecting data related to cybersecurity
practices, leadership roles, and university readiness.

Stage 2: Qualitative Interviews involve conducting
interviews to gain deeper insights into leadership
effectiveness, challenges, and improvement suggestions.

Integrate Findings involves combining and analyzing
both data types to provide a comprehensive view of
cybersecurity leadership at SNSU.

Data Analysis

Quantitative data from the surveys will be
analyzed using statistical methods to identify patterns,
correlations, and trends in cybersecurity leadership
practices at SNSU. Descriptive statistics will summarize
the data, and inferential statistics may be used to explore
the relationships between leadership practices and
organizational resilience. The qualitative interview data
will be analyzed through thematic analysis, enabling the

Data Collection

Stage 1: Structured Survey

- Distribute structured survey
- Collect quantitative data
- Focus areas:
* Frequency and effectiveness of
cybersecurity practices
* Role of leadership
* University readiness

Stage 2: Qualitative
Interviews

- Conduct Interview with
selected participants
-Gather detailed insights on:
* Effectiveness of Leadership
*Challenges faced
*Recommendation for improving
resilience
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identification of key themes and insights related to
cybersecurity leadership. The findings from both
quantitative and qualitative analyses will be integrated to
provide a holistic understanding of how cybersecurity
leadership at SNSU strategically manages risks and
enhances resilience.

Quantitative Data Analysis

To identify patterns, correlations, and trends in
cybersecurity leadership practices at SNSU using
statistical methods.

Descriptive Statistics: Summarize survey data using
measures such as mean, median, mode, standard
deviation, and frequency distributions. This will provide
an overview of cybersecurity practices, risk management
strategies, and resilience measures.

Mean (μ):

StandardDeviation (σ):
Inferential Statistics: Explore relationships between
leadership practices and organizational resilience using
correlation and regression analysis.

Pearson Correlation Coefficient (r):

Simple Linear Regression:

where Y represents the dependent variable
(organizational resilience), X the independent variable

(leadership practices), and ϵ the error term.

Qualitative Data Analysis

To gain a deeper understanding of cybersecurity
leadership effectiveness, challenges, and
recommendations through thematic analysis of interview
data.

Thematic Analysis: Identify and analyze key themes and
patterns in interview transcripts to provide insights into
cybersecurity leadership and resilience.

Coding: Categorize responses into codes and themes to
systematically organize qualitative data.

Theme Development: Group codes into broader themes
that represent common experiences and viewpoints.

Example Code: "Leadership Effectiveness" could
include sub-codes such as "decision-making",
"communication", and "strategic planning."

Integration of Findings

To combine quantitative and qualitative results to form a
comprehensive understanding of cybersecurity
leadership at SNSU.

Procedure:

Synthesize Results: Integrate insights from both survey
data and interview themes to provide a holistic view of
cybersecurity practices, leadership effectiveness, and
resilience strategies.

Comparison and Interpretation: Compare quantitative
findings with qualitative insights to validate and deepen
understanding of leadership practices and their impact on
organizational resilience.

The data analysis for this study will involve both
quantitative and qualitative approaches to
comprehensively assess cybersecurity leadership at
SNSU. Quantitative data will be analyzed using
descriptive and inferential statistics to uncover patterns
and relationships, while qualitative data will be
examined through thematic analysis to gain detailed
insights. The integration of both data types will offer a
well-rounded perspective on how cybersecurity
leadership at SNSU navigates risks and enhances
resilience.

RESULTS AND DISCUSSION

The structured survey revealed data on the
frequency and effectiveness of various cybersecurity
practices at Surigao del Norte State University (SNSU).
Results indicate that fundamental practices, such as
routine software updates and antivirus software use, are
frequently implemented and are considered highly
effective. In contrast, advanced measures like
sophisticated threat detection systems are less commonly
employed and show varying levels of effectiveness.

Table 2: Frequency and Effectiveness of Cybersecurity
Practices
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Practice Frequency Effectiveness
(Scale 1-5)

Regular Software
Updates

High 4.5

Antivirus Software High 4.6
Advanced Threat
Detection

Low 3.2

Incident Response
Drills

Moderate 4.0

Risk Management Strategies: Data from the survey
highlighted key risk management strategies used at
SNSU. Commonly employed strategies include regular
vulnerability assessments and incident response drills.
Analysis shows that while these practices are established,
their implementation and effectiveness could be
enhanced, particularly in responding to emerging threats.

Table 3: Risk Management Strategies

Strategy Usage Effectiveness
(Scale 1-5)

Vulnerability
Assessments

High 4.2

Incident Response
Drills

Moderate 3.8

Threat Intelligence Low 3.0
Security Audits Moderate 4.1

University Readiness: The survey assessed SNSU’s
overall readiness for cyber incidents, including
preparedness for various types of cyber threats and the
adequacy of response plans. Results indicate that while
SNSU is prepared for common threats, there are notable
gaps in readiness for more sophisticated cyber-attacks.

Table 4: University Readiness for Cyber Incidents

Threat Type Readiness
Level

Response Plan
Adequacy

Common Cyber
Threats

High Adequate

Advanced Persistent
Threats

Low Inadequate

Ransomware Moderate Adequate
Phishing Attacks High Adequate

Qualitative Findings

Effectiveness of Leadership: Interviews with
cybersecurity leaders provided insights into the
effectiveness of leadership at SNSU. Leaders noted for
their proactive approach and strategic vision were seen
as more effective. However, areas for improvement
include communication and engagement with
stakeholders.

Table 5: Leadership Effectiveness

Leadership
Aspect

Strengths Areas for
Improvement

Proactive
Approach

Strong Communication

Strategic Vision Strong Stakeholder
Engagement

Crisis
Management

Moderate Resource
Allocation

Technical
Knowledge

Moderate Training

Challenges Faced: Interviews identified several
challenges, such as limited resources, rapidly changing
threats, and maintaining staff expertise. These challenges
affect the university's ability to manage and mitigate
cyber risks effectively.

Table 6: Challenges in Cybersecurity

Challenge Impact Proposed
Solutions

Limited Resources High Increased
Funding

Evolving Threats High Enhanced
Threat
Intelligence

Expertise
Maintenance

Moderate Continuous
Training

Resource Allocation High Improved
Budget
Planning

Recommendations: Participants recommended
increasing investment in advanced technologies,
enhancing training programs, and building a stronger
cybersecurity culture. These suggestions aim to address
the identified gaps and improve overall resilience.
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Table 7: Recommendations for Improvement

Recommendation Description Expected
Impact

Investment in
Technology

Acquire
advanced
cybersecurity
tools

Increased
Threat
Detection

Enhanced
Training
Programs

Implement
regular staff
training

Improved Skills
and Knowledge

Strengthening
Cyber Culture

Foster a culture
of cybersecurity
awareness

Enhanced
Resilience

Budget Allocation Increase
funding for
cybersecurity

Better Resource
Utilization

Interpretation of Quantitative Data

Comparison with Benchmarks: The effectiveness of
cybersecurity practices at SNSU was compared to
industry benchmarks. While SNSU performs well in
basic practices, there is a gap in the use of advanced
cybersecurity measures. This comparison helps identify
areas of strength and areas needing improvement.

Interpretation of Qualitative Data

Leadership Insights: Qualitative data highlights the
critical role of strategic leadership in enhancing
cybersecurity. Effective leaders are associated with
better cybersecurity outcomes and resilience. However,
ongoing development in leadership practices is
necessary to keep pace with evolving threats.

Integration of Quantitative and Qualitative Findings

Holistic View: Combining quantitative and qualitative
data provides a comprehensive view of cybersecurity
leadership at SNSU. The integration of numerical data
and detailed qualitative insights offers a thorough
understanding of current practices and areas for
improvement.

The results from both quantitative and
qualitative analyses reveal the strengths and weaknesses
of SNSU’s cybersecurity practices and leadership. Key
findings include the effective implementation of basic
practices, challenges in advanced measures, and the need
for improved leadership strategies.

CONCLUSION

This study highlights the essential role of
cybersecurity leadership at Surigao del Norte State
University (SNSU) in navigating the increasingly
complex landscape of cyber threats. The study found that
while SNSU has implemented basic cybersecurity
measures, these efforts are largely reactive and do not
fully address the sophistication of modern cyber risks.
The findings suggest that there is a pressing need for
leadership that goes beyond technical solutions to
incorporate proactive risk management, comprehensive
resilience strategies, and a strong cybersecurity culture
throughout the university.

The analysis underscores the importance of
transitioning SNSU’s cybersecurity leadership from a
reactive stance to a more strategic, proactive approach.
This involves not only enhancing technical defenses but
also embedding cybersecurity considerations into the
university’s broader strategic planning processes.
Leadership must take an active role in cultivating
awareness, preparedness, and ongoing improvements in
cybersecurity practices to ensure the university is
equipped to handle potential threats effectively.

By adopting these strategies, SNSU can
significantly strengthen its ability to protect its digital
assets and maintain the trust of its stakeholders. The
study’s findings advocate for a leadership model that
prioritizes resilience and risk management as central
components of the university's cybersecurity framework.
This shift is crucial for ensuring that SNSU remains
secure in an increasingly challenging digital
environment.

RECOMMEDATION/S

Based on the findings of this study on
cybersecurity leadership at Surigao del Norte State
University (SNSU), several key recommendations are
proposed for stakeholders within the university and the
broader educational community. For university
leadership and administration, it is essential to embed
cybersecurity into the university's strategic planning.
This should involve integrating proactive risk
management, conducting regular security assessments,
and continuously updating cybersecurity policies to
address new and emerging threats. Additionally, it is
crucial for university leaders to actively engage in
cybersecurity governance by participating in training,
establishing clear guidelines, and prioritizing
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cybersecurity across all departmental decision-making
processes to ensure robust protection.

For the ICT office and cybersecurity team, the
development and regular updating of a proactive incident
response strategy is recommended. This strategy should
focus on the early detection of threats and swift response,
with routine testing through simulated cyber-attack
exercises to ensure its effectiveness. Furthermore, SNSU
should invest in advanced security technologies, such as
AI-driven threat detection systems, automated incident
response tools, and continuous monitoring solutions, to
strengthen the university’s defenses against sophisticated
cyber threats.

Faculty and staff are encouraged to participate in
ongoing cybersecurity training programs that cover best
practices, including phishing prevention, device security,
and adherence to university policies. Cultivating a strong
culture of cybersecurity awareness is vital across the
campus. Additionally, faculty members should be
supported in pursuing research and innovation within the
cybersecurity field, which can lead to the development
of new tools and methodologies that enhance the
university’s security posture. For students, integrating
cybersecurity concepts into the curriculum across
various disciplines is essential to ensure all students gain
a foundational understanding of cybersecurity. Moreover,
students should be encouraged to engage in
cybersecurity-related clubs, competitions, and projects to
develop practical skills and contribute to the university’s
cybersecurity initiatives.

Finally, SNSU should collaborate with other
educational institutions to share best practices, conduct
joint research, and establish industry-wide cybersecurity
standards. This collaborative approach will help
strengthen cybersecurity resilience across the
educational sector. By implementing these
recommendations, SNSU can significantly enhance its
cybersecurity preparedness, ensuring the institution’s
resilience against both current and future digital threats
while maintaining the trust and security of the entire
academic community.
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